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ABSTRACT

Unmanned Aerial Vehicles (UAVs), better known as drones, have
significantly advanced fields such as aerial surveillance, military
reconnaissance, cadastral surveying, disaster monitoring, and de-
livery services. However, UAVs rely on civilian (unauthenticated)
GPS for navigation which can be trivially spoofed.

In this paper, we present DeepSIM, a satellite imagery matching
approach to detect GPS spoofing attacks against UAVs based on deep
learning. We make use of the camera(s) a typical UAV is equipped
with, and present a system that compares historical satellite images
of its GPS-based position (spaceborne photography) with real-time
aerial images from its cameras (airborne imagery). Historical im-
ages are taken from, e. g., Google Earth or NASA WorldWind. To
detect GPS spoofing attacks, we investigate different deep neural
network models that compare the real-time camera images with
the historical satellite images. To train and test the models, we have
constructed the SatUAV dataset (consisting of 967 image pairs),
partially by using real UAVs such as the DJI Phantom 4 Advanced.
Real-world experimental results show that our best model has a
success rate of about 95% in detecting GPS spoofing attacks within
less than 100 milliseconds. Our approach does not require any modi-
fication of the existing GPS infrastructures and relies only on public
satellite imagery, making it a practical solution for many everyday
scenarios.

CCS CONCEPTS

« Security and privacy — Mobile and wireless security; « In-
formation systems — Global positioning systems; » Computer
systems organization — Embedded and cyber-physical systems.
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1 INTRODUCTION

In recent years, there has been growing interest in UAVs that are
increasingly used in many scenarios [63]. As high-performance,
low-cost, and intelligent UAVs have become more affordable and at-
tainable, UAVs have experienced a quick transition from the military
to the civilian domain. For example, the FBI has started to utilize
UAVs for both public surveillance and military reconnaissance [55].
A second example is that the International Telecommunication
Union (ITU) is considering a UAV-aided 5G wireless communica-
tion framework [51]. Additionally, after the devastating earthquake
and the following disastrous tsunami in Fukushima, Japan in 2011,
a Honeywell T-Hawk UAV equipped with special radiation sensors
was used for investigating the damaged reactor, where humans
could not approach [49].

Although deploying applications based on UAVs has strong ben-
efits, unfortunately, a few accompanying risks have gradually ap-
peared [40]. Media reports with respect to cyber-attacks on UAVs
have become common. For instance, in 2012, a rotor-based UAV,
Camcopter S-100, whose GPS signal was blocked by an unknown
actor, then crashed into a ground control van, killed an engineer and
injured two remote pilots [28]. Moreover, our work is further moti-
vated by a real-life spoofing attack: the well-known Iran-U.S. RQ-
170 incident, where an American UAV was captured by Iranian
forces near the city of Kashmar in 2011 due to jamming satellite
signals, followed by a GPS spoofing attack [53].

In this paper, we study the problem of detecting GPS spoofing
attacks for the specific context of UAVs. Our approach is to compare
the difference between aerial photos taken by camera-enabled UAVs
and pre-existing satellite images as a form of out-of-band location
verification. Both a GPS module and a visual sensor such as a camera
are usually outfitted in a UAV system. Attackers hardly affect the
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visual information using traditional GPS spoofing antennas. By and
large, it is also very difficult for an attacker to carry out attacks for
vision by changing the geographic features in the real world. As
a consequence, visual equipment could be used as an alternative
reference for GPS spoofing attack detection due to its independence.
As aproof of concept, we present DeepSIM, a GPS spoofing detection
approach for UAVs via satellite imagery matching; the system design
of DeepSIM is shown in Figure 1. We also constructed the SatUAV
image dataset for training and testing our matching models.

For the spoofing detection process, we first collect a reference
dataset by letting the target UAV take an aerial photograph at its
real geographic location from the air and send it to the ground
controller. After receiving the photo, the ground controller acquires
the relevant satellite imagery assembled in the UAV systems or
from public resources, i. e., Google Earth or NASA WorldWind. By
determining a threshold for the similarity between the real photos
taken by the UAV’s camera and the satellite images of a GPS position
that the UAV claimed, our system can detect GPS spoofing attacks
by identifying whether two images were taken at the same location.

This approach contains a number of challenges: First, images
taken by UAVs differ substantially in resolution, rotation, quality,
and other features (such as brightness and saturation) compared
with map imagery. Second, satellite imagery can be very different to
corresponding aerial photos due to external factors such as weather,
people, vehicles, light, and seasonal changes. Third, datasets with
paired images taken by UAVs are not readily available and creating
such a dataset (i. e., SatUAV) for training our deep learning models is
challenging, since in many countries security restrictions and drone
regulations limit drone operations. As an example, getting official
U.S. approval for extended drone operations that would be needed
for mapping activities would very likely require authorization from
the Federal Aviation Administration (FAA) as a prerequisite. Ac-
cordingly, laws and policies further exacerbate the difficulty of
obtaining raw airborne imagery.

In order to best tackle the first two challenges, we make use of
the power of deep learning methods. Specifically, Convolutional
Neural Networks (CNNs) are especially powerful for image recog-
nition, classification, and segmentation: As early as 2016, it was
reported that Artificial Intelligence (AI) had outperformed a human
in a top-5 error rate (3.57% vs. 5.1%) on ImageNet’s Large Scale
Visual Recognition Challenge (ILSVRC) [6]. Benefiting from rapid
development of GPU computing and CNN’s powerful learning and
feature extraction ability, the use of CNNs promises accurate yet
efficient detection. To the best of our knowledge, this paper is the
first attempt to detect GPS spoofing attacks on a single camera-
enabled UAV based on satellite vs. aerial pairs via deep-learning
methods.

Advantages. Compared with other conventional detection meth-
ods of GPS spoofing attacks, our countermeasure is a software-only
and non-invasive approach requiring no modifications of existing
GPS signals, GPS satellites, or GPS-capable receivers in practice.
Additionally, our approach does not introduce redundant receivers
or extra specific and expensive hardware for the analysis of the
GPS signal characteristics with acceptable power consumption. Due
to the development of AloT (AI + IoT), some UAVs have already
been equipped with neural computing accelerator modules (e. g.,
the DJI Spark Drone has an Intel chip that enables deep learning
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Figure 1: The system design of DeepSIM.

features [19]); such tendencies will potentially make our proposed
method even more efficient in the near future. Even a single UAV
is able to independently detect GPS spoofing attacks without co-
operation from other GPS-capable devices. Finally, our approach
can be run in two ways: (1) on the remote controller of a ground
station or (2) on the on-board computer (OBC) of a UAV.

Contributions. Our main contributions are as follows:

o We build SatUAV, a pioneering dataset of 967 satellite-aerial image
pairs. We use it to train our neural networks.

e We propose DeepSIM, a GPS spoofing-detection approach for
UAVs via satellite imagery matching. We propose four different
models based on CNN image-matching algorithms.

e We construct a prototype DeepSIM system and evaluate its per-
formance with the proposed four models. We further identify the
best two models for practical deployment based on experimental
results, and measure their power consumption.

e We describe the use of DeepSIM in two ways of operation: Deep-
SIM can either be run by a central controller after receiving the
imagery from the UAVs (on-ground) or can be executed directly
on the UAV itself (on-board). We demonstrate the feasibility and
accuracy of our concept by experiments using real-world data.

All source codes and datasets are available at our GitHub project

website!.

2 BACKGROUND AND PRELIMINARIES

In this section, we start by outlining basic knowledge of GPS, GPS
attacks, and countermeasures, followed by a description of Neural
Networks as context for the introduction to our proposed DeepSIM
technique.

2.1 Global Positioning System

The U.S. Global Positioning System (GPS) has been extensively used
in various scenarios in the last decades. In the core GPS system,
medium Earth orbit satellites continuously broadcast navigation
signals in six different orbital planes. Devices equipped with GPS-
capable receivers can compute their 3D position and local time
by measuring the time of arrival (ToA) of at least four satellite
signals. However, GPS does not provide integrity and authentic-
ity protection for civilian signals, making attacks on the system
possible.

2.1.1 ATacks on GPS. GPS signals can be divided into two cate-
gories: civilian signals and military signals. Compared to military
GPS signals that use a secret military code to improve the anti-
jamming and anti-spoofing properties, civilian GPS signals are
neither encrypted nor authenticated. That is to say, civilian GPS
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is inherently fragile and susceptible to GPS attacks (i. e., jamming  information to detect GPS spoo ng in platoons of vehicles was
and spoo ng attacks). The susceptibility of GPS to attacks has been introduced by Swaszek et al6(). Jansen et al.74 proposed

investigated since the year 2001 [39, 61, 62, 65]. Crowd-GPS-Sec to detect and localize GPS spoo ng attacks on
GPS Jamming Attacks. GPS jamming attacks block GPS signals moving airplanes.
or interfere with the target victims in order to keep them from Detection Using Out-of-band Techniques. GPS spoo ng at-

receiving legitimate GPS signals. One dangerous impact of GPS tacks can also be detected by comparing the GPS position informa-
jamming attacks is that they can prevent the systems that rely on tion with alternative sources of location. Examples of out-of-band
GPS signals from being able to navigate to their destinations. means for positioning that can be combined with GPS are visual

Studies regarding jamming attacks can be found in [7, 15, 21]. sensors, Inertial Measurement Units (IMUs), WiFi, altimeters,
GPS Spoo ng Attacks. On the other hand, GPS spoo ng attacks enhanced long-range navigation (E-LORAN), and cellular-based
attempt to fabricate similar and fake, but more powerful satellite location [2, 42. Our proposed approach falls into this category.
signals to deceive GPS-capable receivers. As a consequence, a vic- Methods with similar auxiliary equipment includelfo, 33 47, 69,

tim will lock onto the spoo ng signal rather than the legitimate which will be discussed and compared with our method in Sec-

GPS signal. Several successful spoo ng experiments were carried tion 7 (Related Work).
out[16 17,23 61, 64, indicating that such attacks are no longer the-
oretical assumptions. Coupled with the rise of programmable radio
platforms such as HackRR§, the costs of commercial o -the- 2.2 Deep Neural Networks
shelf spoo ng devices go down drastically, rendering GPS spoo ng Deep learning models, especially Deep Neural Networks (DNN),
attacks thede factgpressing threat. are currently the most popular machine learning technique, widely
used in various areas. Here, we shortly introduce the neural net-
2.1.2 Defenses against GPS A ackisen the lack of security works used in DeepSIM.
of civilian GPS signals, a large number of countermeasures were Residual Neural Networks: CNNs 32 have triggered a series
proposed to mitigate the potential risks. These countermeasures of successes in the domain of image classi cation. However, vanilla
can be roughly classi ed int@reventionanddetectiorapproaches. CNNs are susceptible to vanishing gradients. At the moment, Resid-
GPS Attack Prevention. GPS attack prevention methods using  ual Network (ResNet)12 stands out from a variety of di erent
cryptographic technigues have been broadly presented and dis- Neural Networks. ResNet, a milestone in the history of CNN images,
cussed 13 29 50 66, which is similar to the solution employed utilizes skip connection to propagate information over layers. By
by military GPS signals. Nevertheless, such cryptographic methods doing this, the network is able to understand global features and
either demand to upgrade the existing GPS infrastructu4g [or resolve the problem of degrading accuracy. Hence, ResNet enables
modify the GPS signal structure. Also, the proposed key distribution scientists and researchers to build deeper networks. It has been
mechanism is challenging. Hence, we conclude such countermea- proven in [12 that training this kind of network is much easier
sures based on modi cations of current GPS infrastructure includ- than training vanilla deep convolutional neural networks. Taking
ing receivers, emitters and associated GPS devices are unlikely to advantage of its powerful ability to extract features from images,
be implemented in the near future. Moreover, according 4d[ it we utilize ResNet as part of the backbone network in our models.
is impossible to avoid replaying attacks using merely encryption. SqueezeNet: SqueezeNetll§ released in 2016 is a small and com-
GPS Attack Detection. In comparison to prevention methods, pact CNN architecture with fewer parameters and layers. It could
the GPS attack detection methods attract more attention from replace the ResNet for much less memory usage and faster inference
academia and industry. Previously proposed countermeasures are speed with compromised feature extraction ability. SqueezeNet has
summarized in 7 and [46. Further, these countermeasures can less layers and uses smaller convolutional kernels, which leads to

be roughly categorized into the following three categoriés:de- much less parameters and faster inference speed. Thus, SqueezeNet
tection at signal levellii® direction of arrival sensing, anéiii © can be more easily run on devices with limited memory and com-
out-of-band techniques. puting power such as a Raspberry Pi and a smartphone.

Detection at Signal Level. GPS spoo ng detection at signal  Siamese and Semi-Siamese Networks: Siamese Networkd] is
level tries to identify the abnormal signal based on the physical an arti cial neural network originally designed to recognize human
features of signals. For example, spoo ng checks based on physi- faces. Generally, it contains two or more identical subnetworks,
cal signal waveform can be found iri[35 46 48. The authors having the same architecture with the same weights and parameters.
of [29 used multiple co-located GPS receivers and leverage spa- Siamese Network performs well on the task of nding similarities
tial noise correlation to detect spoo ng signals. Although there  or relationships between two comparable input vectors, which
is no modi cation on existing GPS signal structure, these tech- inspires us to use it to determine whether two images (i. e., the
niques do require modi cation of receivers and GPS-associated satellite image and corresponding aerial photo) are paired.
devices or need special devices for the analysis of signal features. Semi-Siamese Networl6}] is a variant of the original Siamese

In addition, such methods signi cantly increase the costs and Network. Instead of fully weight-shared networks, Semi-Siamese
complexity of deployment of countermeasures. Network only shares weight between CNN backbones and then
Detection at Direction of Arrival Sensing.  Another class of distinguishes their outputs by a learnable Fully Connected Network
detection approaches utilize the direction of arrival sensing. For rather than Euclidean distance. Since only CNN backbones of the
example, Montgomery et al3[7] distinguished spoo ng signals whole network share weights, the model is called Semi-Siamese
by measuring the angle of arrival. A method based on range-only Network.
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