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ABSTRACT
The Public Warning System (PWS) is an essential part of cellular
networks and a country’s civil protection. Warnings can notify
users of hazardous events (e. g., floods, earthquakes) and crucial
national matters that require immediate attention. PWS attacks
disseminating fake warnings or concealing precarious events can
have a serious impact, causing fraud, panic, physical harm, or un-
rest to users within an affected area. In this work, we conduct the
first comprehensive investigation of PWS security in 5G networks.
We demonstrate five practical attacks that may impact the security
of 5G-based Commercial Mobile Alert System (CMAS) as well as
Earthquake and Tsunami Warning System (ETWS) alerts. Addi-
tional to identifying the vulnerabilities, we investigate two PWS
spoofing and three PWS suppression attacks, with or without a
man-in-the-middle (MitM) attacker. We discover that MitM-based
attacks have more severe impact than their non-MitM counterparts.
Our PWS barring attack is an effective technique to eliminate le-
gitimate warning messages. We perform a rigorous analysis of the
roaming aspect of the PWS, incl. its potentially secure version, and
report the implications of our attacks on other emergency features
(e. g., 911 SIP calls). We discuss possible countermeasures and note
that eradicating the attacks necessitates a scrupulous reevaluation
of the PWS design and a secure implementation.
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1 INTRODUCTION
An integral part of cellular networks is the Public Warning System
(PWS) which is responsible for alerting users about emergencies
and hazardous events. Each country has its own PWS as a critical
component of national and civil security. In the US, the Federal
Communication Commission (FCC) and the Federal Emergency
Management Agency (FEMA) of the Homeland Security have ex-
plored ways to enhance their alerting capabilities [32, 36, 51], while
the EU has launched and keeps improving its own PWS based on
the European Telecommunications Standards Institute (ETSI) and
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European Commission directives [1, 28, 29]. In addition, ETSI and
the Third Generation Partnership Project (3GPP) have been work-
ing on the specifications of the enhanced Public Warning System
(ePWS) [7] that is supposed to be compatible with all prior genera-
tions and to improve the comprehension of warning notifications.
We provide more information on the adoption of the PWS in App. B.

In general, the warning system utilizes paging messages to force
a User Equipment (UE) to enter the RRC-Connected state (in case
the UE is in Idle or Inactive state). Once active, it can receive warn-
ing messages that are transmitted via System Information Block
(SIB) messages. The SIB messages belong to the broadcast trans-
missions that are mainly used to facilitate the initial connection
to the Radio Access Network (RAN) and Core Network, and to
assist the mobility and critical operations. PWS’ principal way to
notify the user is through these cell broadcasts, as alternative (e. g.,
SMS-based) ways are currently not prevalent and utilize different
network procedures (e. g., are service-based).

Current PWS deployments realize the 3GPP standards but lack
security properties such as warning verification and integrity pro-
tection [3, 10, 16]; the associated security flaws began on the early
design of the PWS for legacy generations and remain broadly unre-
solved to date. In particular, paging and SIB messages are unpro-
tected. False alarms were reported [35, 58] and spam attacks for
profit [66] unveiled concerns about the stability and effectiveness
of the current PWS. Generally, by spoofing and tampering with
warning messages an adversary can spread panic among a popula-
tion in a targeted area to stimulate terrorist activities, impede civil
protection by security agencies, and profit through spam or fraud.
Not less perilous is the suppression of legitimate warning messages,
which would thwart message reception about an emergency inci-
dent for users (e. g., natural disasters [57]). It is equivocal if security
enhancements are going to supplement the PWS in the future.

A first academic notice of weaknesses of the public warning
system was made by Lee for LTE et al. [45] where the authors
evaluated the spoofing of Commercial Mobile Alert System (CMAS)
messages while focusing exclusively on LTE’s Presidential Alerts.
[45] provides insights into exemplary existing weaknesses, but does
not systematically explore the full potential of the attacker (e. g.,
there is no consideration of a MitM attacker).

In our paper, we demonstrate that the impact of attacks on PWS
is significantly higher than portrayed so far. In particular, we discov-
ered that a MitM attacker can have a large attacking window, not
being limited to 42 sec (with warning periodicity equal to 160 msec)
and 262 transmissions as described in [45]. In fact, an attacker that
successfully exploits the cell reselection and handover procedures
to set up a MitM can inflict further damage regardless of the Au-
thentication and Key Agreement procedure (AKA) by extending the
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attacking period and hence the number of spoofed alerts. Addition-
ally, we introduce and investigate an attack we call PWS Barring
Attack that can efficiently cause warning suppression without the
requirements of a redundant malicious attachment to a fake base
station. The PWS barring attack can be used as a less intrusive and
convenient Denial-of-Service (DoS) attack by an attacker.

Prior works (5GReasoner [41], LTEInspector [39], Touching the
Untouchables [44]) have investigated RRC and NAS vulnerabilities,
but are limited to open-source tools for LTE (e. g., srsLTE) and theo-
retical protocol evaluations for 5G. Practical 5G experimentation on
PWS vulnerabilities and attacks have not been conducted. We thus
focus on 5G Standalone (SA) and non-Standalone (NSA) systems,
and experimentally validate vulnerabilities and attacks – new and
old – considering the latest defenses, updates, and specifications.
Our experiments with a 5G SA setup (Amarisoft-box) provide re-
liable results from commercial HW/SW. We present a thorough
study of the PWS exploring two attacker setups and multiple at-
tacks (spoofing & suppression variations). In our experiments, we
utilize all types of warning messages and observe the behaviour
of 5 smartphone devices from different manufacturers to assess
the impact of each attack. Due to the importance of roaming for
users located outside of their home network, we additionally an-
alyze PWS security in conjunction with roaming and delve into
countermeasures to mitigate the identified vulnerabilities.

In short, our major contributions are as follows:

(1) We investigate the security of the 5G PWS system consider-
ing the latest defenses, updates and 5G specifications, test all
warning types defined by the 3GPP and used in real-life PWS,
Earthquake and Tsunami Warning System (ETWS) messages
and CMAS messages. Through 5G SA experimentation, we
comprehensively list involved vulnerabilities and security
deficiencies that allow an attacker to exploit the 5G PWS.

(2) We explore multiple attack vectors in depth: (a) We perform
PWS spoofing and PWS suppression attacks based on two
different setups, MitM based and non-MitM based. We reveal
that when the attacker adopts the MitM deployment, the
impact is larger, meaning the spoofing window is greater
than in non-MitM situations. (b) We present the PWS Barring
Attack that can be used for effective warning suppression.
We discover that it is characterized by a greater impact and
feasibility than other suppression attacks.

(3) We thoroughly analyze the combination of warning mes-
sages with the roaming feature of cellular networks. Given
possible countermeasures against PWS attacks, we examine
the effects of our attacks on the current roaming deployment
and potentially secure version of the PWS.

We also assess the impact of our attacks on the user including
effects on the SMS-based warnings and emergency calls. We provide
an extensive list of possible countermeasures while pointing out
advantages and drawbacks when implemented in the PWS.

Responsible Disclosure. Due to the significance of the emer-
gency systems and their broad implications, we reported our find-
ings to GSMA, the GSM Association (disclosure date: Feb 7, 2022).
GSMA has acknowledged them under the number CVD-2022-0054,
separately notified 3GPP, and has issued an associated briefing pa-
per to share with its members. We were in active exchange with

Figure 1: 5G PWS Architecture

GSMA for clarifications and brainstorming about countermeasures,
and we also disclosed our results to several agencies (CISA, FEMA,
ENISA) so they can inform affected organizations about the dangers
and defensive actions.

2 BACKGROUND
In this section, we summarize the structure and functionality of the
PWS on 5G network systems according to the specifications [3, 10].

2.1 Network Structure
The network architecture is presented in Figure 1. It consists of the
following entities and functions:
CBE (Cell Broadcast Entity). The CBE’s responsibility is to prop-
erly format the Cell Broadcast Service (CBS) messages and when
necessary divide the CBS message into a number of pages. A fed-
eral authority typically informs the CBE about the corresponding
warning message.
CBC/CBCF (Cell Broadcast Center/Cell Broadcast Center Func-
tion). Its main task is to modify or delete CBS messages, allocate
serial numbers while indicating the geographical scope of each
CBS message, initiate broadcast by sending fixed length CBS mes-
sages, determine the set of cells to which a CBS message should be
broadcasted, determine the time at which a CBS message should
commence or cease being broadcasted, and determine the period at
which the broadcast of the CBS message should be repeated. Each
CBC/CBCF may be connected to several AMFs or PWS-IWFs.
PWS-IWF (Public Warning System Interworking Function). The
purpose of this logical function is to translate messages (e. g., Write-
Replace-Warning-Indication and Stop-Warning-Indication) from
N50 interface to SBc interface and vice versa. Finally, the PWS-IWF
may interface to one or multiple AMFs and one or multiple CBCs.
AMF (Authentication and Mobility Function). In PWS the AMF pro-
vides reports and acknowledgements to the CBC/CBCF regarding
the execution and forwarding of commands received from them,
and routes the warning messages (e. g., Write-Replace-Warning Re-
quest) to the appropriate RAN nodes in the indicated Tracking Area.
In addition, it reports the Broadcast Completed Area List, the Broad-
cast Cancelled Area List, the PWS Restart Indication and the PWS
Failure Indication received from RAN nodes to all CBCs/CBCFs and
PWS-IWFs that it interfaces with.
NG-RAN (Next Generation-Radio Access Network). It comprises
gNodeBs and/or ng-eNodeBs which are the 5G related base stations.
Upon reception of a command, it executes the associated procedure
for the UEs in the target cells. For instance, a warning request will
make the RAN deliver the proper paging messages to all UEs and
then broadcast the SIBs as instructed. In the case of cancellation,
the RAN ceases the transmission of warning messages. Finally, the
RAN reports to the AMF regarding the execution of each command.
UE (User Equipment). It is the mobile terminal of a subscribed user
(with a dedicated USIM) that utilizes legitimate network services
offered by a network provider.
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Figure 2: Warning procedure when the UE is RRC-Idle or
Inactive (Left) and when in RRC-Connected state (Right)

The architecture mainly supports the CBCF as the CBC and
PWS-IWF are considered optional entities.

2.2 The Paging Procedure
In cellular networks UEs enter into an RRC-Idle state to preserve
battery when there is no active service or any ongoing data trans-
missions. When there is an upcoming service (e. g., incoming call)
to be delivered to a specific UE, the AMF makes sure that the UE is
in an RRC-Active/RRC-Connected state (if not already). By estab-
lishing an RRC Connection and the necessary radio bearers of data
traffic a UE can have access to network services. In order to get
this connection, UEs need to monitor for paging messages while
in RRC-Idle or RRC-Inactive states at device-specific times and re-
spond to the core network accordingly. This procedure is called
Paging and it is also used in PWS to warn users about emergencies.

In PWS, ETWS/CMAS capable UEs in RRC-Idle or RRC-Inactive
states monitor for indications about PWS notifications in their
own paging occasion every Discontinuous Reception (DRX) cycle,
whereas in RRC-Connected state the System Information (SI) Mod-
ification Period is used. Figure 2 shows how the paging procedure
works. Specifically for 5G SA, the ETWS/CMAS paging procedure
utilizes only the payload of the Physical Downlink Control Chan-
nel (PDCCH) with P-RNTI and a ’short message’ in the Downlink
Control Information Format 1 0. Figure 10 in Appendix D presents
the complete emergency flow on 5G SA.

2.3 Broadcast and Warning Messages
In PWS, the Core Network receives the warning messages and its
configurations by the external entities. The Write-Replace-Warning
Request contains all the necessary values to be considered by the
AMF and sent to the RAN. The RAN translates the Write-Replace-
Warning Request to the SIB messages that will be broadcasted. Fi-
nally, the RAN transmits paging messages to all associated cells with
cause Emergency and repeatedly broadcasts the SIB(s). UEs monitor
warning indications in their own paging occasion for RRC-Idle
and RRC-Inactive and in any paging occasion for RRC-Connected.
Warning types can be separated into two major groups: ETWS and
CMAS, each having its own dedicated SIB. Figures 15–17 (Appendix)
show examples of SIB messages used during our experiments.

ETWS is a PWS mechanism developed to meet the regulatory
requirements for warning notifications related to earthquake and

tsunami events. An ETWS warning notification can either be a
primary notification (short notification) or a secondary notification
(providing detailed information). The ETWS Primary Notification,
which is broadcasted by using SIB 6, carries small data to be sent
quickly to the network and to indicate the imminent occurrence of
earthquake and tsunami. The ETWS Secondary Notification, which
is broadcasted by using SIB 7, carries a large amount of data in
order to send text, audio (to instruct what to do), graphical data
such as a map indicating the route from the present position to an
evacuation site, etc. Furthermore, the ETWS Primary Notification
has higher priority than the Secondary Notification, in case both
notifications exist concurrently in a specific PLMN.

CMAS is a PWS mechanism developed for the delivery of mul-
tiple concurrent warning notifications. These messages include
CMAS Presidential Level Alerts, CMAS Child Abduction Emer-
gency (e. g., AMBER), and Imminent Extreme or Severe Threats and
Public Safety. SIB 8 is particularly assigned for CMAS messages.
Some CMAS messages are always enabled (mandatory) in smart-
phones (shown in Figure 12 for the Huawei P40 5G test phone).

Finally, Figure 9 (Appendix) shows an example of a CMAS mes-
sage and an ETWS message in our experimentation.
Warning Processing and Roaming. PWS in roaming scenarios
requires a separate treatment as a vital part of telecommunica-
tions. When a user enters a Visited Public Land Mobile Network
(VPLMN), possibly in another country, the operator in the visited
country is responsible for delivering warning messages in case of
an emergency. Considering that both the Home Public Land Mo-
bile Network (HPLMN) and VPLMN have set up their own PWS
(otherwise the lack of a PWS can endanger the user), in roaming
cases a PWS-capable UE needs to fulfill the requirements of the
VPLMN’s PWS service. This means that any incompatibilities be-
tween HPLMN and VPLMN should be eliminated.

3 ADVERSARIAL SETUP &WEAKNESSES
3.1 Threat Model
The attacker’s ultimate goal is to wreak havoc among a population
at maximum capacity by sending fake warnings or suppressing
legitimate warnings to conceal an emergency. In our threat model,
we consider an active adversary who has full protocol knowledge
and the radio abilities to install and operate a base station with
similar capabilities as a legitimate one. In particular, the fake station
can mimic a legitimate base station and thus force a victim’s device
to connect to it by broadcasting spoofed Master Information Block
(MIB) and System Information Block (SIB) messages in the victim’s
frequency. We make the standard assumption that the attacker is
able to capture and craft MIB, SIB, paging and PWS CBS messages
by eavesdropping the public channels which are broadcasted to
the network users. In addition, we consider an attacker that can
establish a MitM position between UEs and gNodeBs, which in
turn may allow him/her to eavesdrop, drop, modify and forward
messages while respecting the cryptographic assumptions. To carry
out the attacks, he/she may utilize any available free or commercial
equipment and setup multiple base stations. Finally, we assume
that the adversary cannot have physical access to the USIM cards,
mobile devices, RAN, or Core Network to obtain or alter sensitive
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Figure 3: Exploitation flow, showing the connections be-
tween individual vulnerabilities and associated attacks,
incl. variations and prerequisites.

information (e. g., cryptographic material) and we consider side-
channel attacks as well as signal jamming as out of scope.

3.2 Frail Cellular Features and Flaws
We identify and experimentally validate multiple security flaws
that can be misused for PWS exploitation on the 5G SA domain.
PWS exploitation consists of making a UE maliciously attach to the
fake base station (phase 1, malicious attachment) and the actual
PWS attacks being conducted (phase 2). Flaw 1 is used for both
phases, flaws 2 and 3 for the malicious attachment only, and flaws
4-6 are associated with the PWS attacks. Figure 3 shows which
vulnerability contributes to each attack.
(1) Insecure Broadcast Messages. The MIB and SIB messages
that are transmitted by legitimate base stations are used for UE
attachment to the network and support of essential network opera-
tions (e. g., synchronization, handover, cell reselection procedures).
However, these messages are not security-protected, being devoid
of encryption, integrity-protection, and authentication. Thus, an
attacker can capture the MIB and SIB messages and transmit them
imitating real base stations (and cell(s)). The UE accepts the mes-
sages as there is no way to validate the source leading to malicious
attachments. Specifically for SIB types 6, 7 and 8 that are related
to 5G PWS, the UE receives the spoofed SIB-based warnings after
a potential fake paging process and displays them to the user as
normal, as long as the UE is attached to the attacker. We were able
to verify that this weakness still exists on 5G in Sections 4.1 and 5.
(2) UnverifiedMeasurements. The UE is designed and instructed
to monitor the network for the best possible signal quality and re-
port its findings to the network. This signal quality concerns the
efficiency of the mobility management since UE relocation from
one cell to another becomes easier. However, any base station that
broadcasts the MIB and SIB messages can make the UEs collect
measurement data (i. e., RSRP, RSRQ, SINR), and a malicious base
station can trick them. Moreover, a UE collects malicious measure-
ments without any verification. As a consequence, the UE may use
them to perform a cell reselection or handover [11, 12]. Typically,
a Measurement Report is crafted and then sent to the RAN for

evaluation. The RAN will accept the included measurements in the
report without verification resulting in malicious handovers [20],
even though the Measurement Report is security-protected. Even-
tually, the UE relocates to the bogus base station which allows PWS
manipulation. We illustrate this attack in Section 4.
(3) Insecure Signal Radio Bearer (SRB) Messages. Apart from
the potentially abused NAS messages, such as attach reject and
service reject, Signal Radio Bearer 0 (SRB0) messages are not re-
quired to be sent securely according to the specifications [10]. In
addition, the RRC Release of the Signal Radio Bearer 1 (SRB1) can
be transmitted and accepted without security protection. Thus an
attacker can abuse these messages in order to exploit network users’
RRC connections. The manipulation of these messages is apparent
in past works on LTE [39, 44] and 5G [20, 41]. We confirm them and
make them part of our PWS attacks. Such unprotected messages
together can boost attacker’s capabilities on traffic manipulation. In
the context of PWS exploitation, the affected SRB messages can be
used to expedite the malicious attachment to a false base station as
the attacker can use them to manipulate UE’s traffic, e. g., leading
to the establishment of a MitM relay to spoof or suppress alerts.
(4) Inconsistent storing of MIB messages. MIB messages are
used in order for the UEs to collect essential information about
the network and decode the SIB 1 messages which are needed for
the initial RAN connection. A UE searches for these messages and
once it receives an MIB which is assigned to a specific cell of a
base station, it follows a predefined set of instructions that deter-
mine if it must proceed with the connection or not. Furthermore,
the UE stores the MIB before this decision until the smartphone
reboots/shuts down or enters into an airplane mode wiping out its
temporal memory. We discovered that an attacker can take advan-
tage of this mechanism to make the UE store malicious MIB values
ignoring the real MIBs while the UE remains functional, because
the UE cannot accept new information about a certain cell without
eliminating the old (malicious) first. We mainly use this inconsis-
tency in our PWS barring attack where we make legitimate base
stations look unavailable, since a UE is forced to store incorrect
MIB information affecting the reception of warning messages. We
explain this further in Section 4.3.
(5) Unprotected Paging Messages. Paging messages lack cryp-
tographic protection, and thus are susceptible to spoofing and
forgery [39, 40]. Even though security enhancements have been
considered and implemented [10, 50] on 5G SA; temporary identi-
fier usage (5G-TMSI or I-RNTI) instead of permanent, removal of
long-term permanent paging identifier, robust randomization and
frequently refreshing the temporary identifiers, the lack of integrity-
protection and authentication render the aforementioned defenses
inadequate for PWS cases. Specifically, we reveal through 5G exper-
imentation that 5G suffers from the same security flaw as LTE [39].
To be more exact, the attacker can send fabricated PWS-based pag-
ing messages when necessary along with the malicious SIB 6, 7 or
8 broadcast messages. Furthermore, paging messages are designed
to include the 16-bit fixed P-RNTI value 65534 (0𝑥𝐹𝐹𝐹𝐸) [9, 10] for
all UEs in the targeted Tracking Area. We verified that this feature
is problematic as the attacker circumvents all the aforementioned
countermeasures and does not require any type of sniffing to collect
temporary identifiers for each UE in the area. As a consequence,
the attack becomes less convoluted to execute.
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(6) No Acknowledgements in ETWS/CMASDelivery. The pag-
ing procedure and SIB transmission mechanism lack acknowledge-
ments from the corresponding UEs. The UE only receives the alerts
and afterwards displays the warning message to the user. However,
the Core Network does not know if a particular or any UE in a
Tracking Area has received the warning message. The UE receives
the paging message in a paging occasion and the associated SIB
messages, but does not respond back to the gNodeB (see Fig. 2). We
verified through experimentation that this may instill implications
in the PWS mechanism as an attacker can leverage this weakness to
make spoofing and suppression attacks less discernible to the oper-
ator. Finally, since the core network may collect traces of successful
or failed warning distributions for evaluation and error correction
(last step in App. D), these procedures may not be accurate.

4 EXPLOITING THE PWS
We now break down each attack variation and detail each execution.

4.1 Malicious Attachment
The first phase of the PWS spoofing and suppression attacks com-
prises the malicious attachment of the victim UE to the attack equip-
ment: The attacker attracts UEs to connect to the false base station
by satisfying the signal threshold requirements, while forcefully
breaking any connection with the legitimate network. To accom-
plish this, the attacker sets up a false base station (Sec. A). Chances
of success are better if the replayed cell reselection priority
of SIB type 2 has the maximum value (i. e., 7).

To be specific, the UE will get maliciously attached to the fake
station depending on the RRC states it is in when the attack starts:

• If the UE is in RRC-Idle state, cell selection and reselection
happen. In the case of an RRC-Inactive state, where the
UE has a suspended connection, it might be necessary to
transition to the RRC-Idle state first with a connection release
and then perform the procedure above.

• If the UE is in RRC-Connected state, reports false malicious
measurements in the Measurement Report and passes the
signal strength threshold, the handover procedure (Xn or N2)
will happen. The handover procedure is executed without
any verification by the RAN. Even though the handover may
eventually fail on a network, once the UE receives the RRC
Connection Reconfiguration, it attaches to the malicious cell.

Figures 4 and 5 demonstrate the interrupted communication
which corresponds to the detachment (step 1) and then the con-
nection to the rogue base station. In step 2, the attacker needs to
respond to the victim with the proper SRB 0 and 1 messages. The
process typically begins with an RRC Reestablishment Request
(with cause handover Failure) or RRC Setup Request by the UE
to recover the previous connection or start anew, respectively. The
attacker should respond with an RRC Reject in case of reestablish-
ment as he/she cannot offer legitimate services and does not possess
the cryptographic keys. This will turn the disrupted connection into
a fresh one, compelling the UE to setup a new RRC connection. In
case the UE sends the RRC Setup Request at the beginning instead,
the attacker should permit the RRC connection if possible. It is also
probable that the UE sends a Service Request no matter the case.
The attacker needs to send back a Service Reject and then an RRC

Figure 4: Spoofing and Suppression Attacks on aMitM Setup

Figure 5: Spoofing and Suppression on a non-MitM Setup

Release for the same reasons as in reestablishment situations. Even-
tually, the UE initiates an RRC connection again and then sends the
NAS Attach Request to the attacker. The attacker can either forward
the request to the legitimate network along with the subsequent
traffic and setup a MitM relay or reject it continuously until the UE
fully disconnects. Appendix A provides more information about
the false base station setup.

4.2 Attacks based on MitM
PWS suppression and spoofing attacks are possible in a MitM setup,
see Figure 5. The MitM setup can be established through a cell
(re)selection or a handover procedure similar to [20, 41, 59, 60].

PWS Spoofing Attack: Based on the attachment of the UE to
the false cell and given that the attacker has replayed the NAS
Attach Request to the real network with all the subsequent up- and
downlink traffic (step 3 in Fig. 4), the attacker is in a MitM position,
allowing them to exploit the PWS. The actual exploitation unfolds
when the attacker forges and transmits fake warning (CMAS &
ETWS) messages for all paging occasions. Since the UE believes it
communicates with a legitimate base station, it accepts all warn-
ing messages without verification. The UE is locked to this bogus
cell, accepting warning messages only from it as long as it stays
connected, even though the real cell may transmit other messages.
Figure 4 shows that the attacker sends PWS-based paging mes-
sages to keep the UE in RRC-Connected state along with the SIB
broadcasts with maximum periodicity (step 4a). As long as the UE
remains locked without disruption, it receives the malicious alerts.

Nevertheless, the spoofing duration,𝐷𝑠𝑝𝑜𝑜 𝑓 (𝑀𝑖𝑡𝑀), which we de-
fine as the time of the UE between starting the RRC Reestablishment
or RRC Setup of the malicious attachment after a potential RACH
process until the total disconnection from the attacker, is not static,
since the malicious connection may fail and/or the UE may break
away entering into a DoS state. Fluctuations in the duration may
also depend on the smartphone device (due to different baseband
implementations) and potentially disrupted services (Call, SMS,
Internet Data, etc.) before the malicious attachment. Once the UE
disconnects, the attacker can no longer spoof warnings, especially
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if the UE evades the attacker’s range. Thus, contrary to what is re-
ported in [45, 46], PWS spoofing is also possible through handover
exploitation when the attacker imitates a legitimate base station
and when a MitM is established.

PWS Warning Suppression: Suppressing genuine warning
messages is possible through detachment from legitimate base sta-
tions and then malevolently connecting to a false base station. In
this case, the UE is locked to the attacker’s station overlooking
legitimate services. In Figure 4, the UE is not receiving the paging
and warning-based SIB messages when attached to the false cell
(step 4b). The network believes that warnings have been delivered
successfully, however the lack of acknowledgements and untrig-
gered PWS Failure Indication makes the attack less detectable. The
attacker can continue relaying traffic as normal and even spoof at
the same time with the legitimate network. The suppression contin-
ues until the UE disconnects from the attacker and connects to the
real network appropriately. The disconnection may occur due to
connection failures or explicitly by the attacker (e. g., through NAS
Detach Request). Our experimentation showed that the UE cannot
recover unless airplane mode or rebooting is used when the UE
enters into a DoS state. Therefore, legitimate warning notifications
cannot be received and displayed to the user at that time.

Thereupon, we can estimate the aggregated Suppression Duration
for a specific UE-victim as:

𝐷𝑠𝑢𝑝𝑝 (𝑀𝑖𝑡𝑀) ≈ 𝐷𝑠𝑝𝑜𝑜 𝑓 (𝑀𝑖𝑡𝑀) + 𝑡𝑟𝑒𝑐,𝑠𝑢𝑝𝑖 + 𝑡𝑟𝑎𝑐ℎ,𝑟𝑎𝑛 (1)

where the 𝐷𝑠𝑝𝑜𝑜 𝑓 (𝑀𝑖𝑡𝑀) is the spoofing time in a MitM setup till
the UE disconnects, the 𝑡𝑟𝑒𝑐,𝑠𝑢𝑝𝑖 is the recovery time of the UE
device with a specific SUPI, and 𝑡𝑟𝑎𝑐ℎ,𝑟𝑎𝑛 is the time it takes for the
UE to find the legitimate RAN and complete a RACH procedure
while beginning the RRC message exchange.

4.3 Attacks Without MitM
The attacker does not need to perform any message relay, but can
respond to the UE until the connection breaks [45, 62]. Specifi-
cally, after multiple attachment attempts fail, the UE abandons the
malicious attachment and becomes deregistered.

PWS Spoofing Attack: Similar to MitM cases, the spoofing
takes place once the UE connects to the bogus cell. This can happen
either through a handover procedure or a cell (re)selection that will
make the UE send the RRC and NAS messages (Sec. 4.1). When
the UE transmits the NAS Attach Request, the attacker repeatedly
responds with a NAS Attach Reject (step 2 in Fig. 5). The UE tries
several times to establish a connection without any fruitful outcome.
On the attacker’s side, the spoofing takes place starting from the
RRC Reestablishment or RRC Setup as in the previous scenario.
Moreover, the spoofing continues throughout the entire attachment
process (step 2) with maximum transmission since once again the
UE accepts all CMAS and ETWS warning messages sent by the
attacker without validation. Eventually, once the UE stops pursuing
the attachment, it disconnects and the attacker ceases the attack
(step 4). The UE enters into a DoS state until it recovers.

The spoofing duration,𝐷𝑠𝑝𝑜𝑜 𝑓 (𝐴𝑡𝑡𝑎𝑐ℎ), starts from the RRC Reest-
ablishment or RRC Setup as in the MitM setup, but ends with the last
Attach Reject of the attacker which forces the UE to disconnect. This
means that the duration is shorter compared to the 𝐷𝑠𝑝𝑜𝑜 𝑓 (𝑀𝑖𝑡𝑀),

Figure 6: Our Barring Attack for Warning Suppression

because it depends on UE’s tolerance on failed attachments (typi-
cally 5 times). Even though, the spoofing duration is reduced con-
siderably, this type of attack is less complicated since it does not
necessitate the traffic to be relayed to the real network. Therefore,
the trade-off here is less complexity for less attacking impact.

PWSWarning Suppression: Suppression in this scenario hap-
pens throughout the malicious attachment as the UE does not have
a connection with the legitimate network in order to receive pag-
ing and warning notifications (step 3b in Figure 5). Similar to the
MitM cases, the lack of acknowledgements and security-related
indications in the PWS can make the attack less detectable. Once
the UE receives the last NAS Attach Reject, it totally disconnects,
and will be unable to receive warning notifications even if the ma-
licious attachment ceases (step 4). Recovering will require the user
to reboot the device or utilize the airplane mode. Hence once again,
the suppression duration can be approximated as follows:

𝐷𝑠𝑢𝑝𝑝 (𝐴𝑡𝑡𝑎𝑐ℎ) ≈ 𝐷𝑠𝑝𝑜𝑜 𝑓 (𝐴𝑡𝑡𝑎𝑐ℎ) + 𝑡𝑟𝑒𝑐,𝑠𝑢𝑝𝑖 + 𝑡𝑟𝑎𝑐ℎ,𝑟𝑎𝑛 (2)

where the𝐷𝑠𝑝𝑜𝑜 𝑓 (𝐴𝑡𝑡𝑎𝑐ℎ) is the spoofing time in a non-MitM setup
as a simple malicious attachment until the UE disconnects.

PWS Barring Attack: This type of attack is an independent
case that does not demand a malicious attachment and a MitM
setup. The goal is to disallow any connection to a legitimate base
station, thus suppressing the warning messages that are destined for
a specific cell/Tracking Area. The barring attack takes advantage of
5G access control, MIB/SIB storage mechanism and lack of MIB/SIB
security, and manipulates the MIB and SIB type 1 messages. Once
the adversary commences the transmissions, the UEs receive the
malicious broadcast messages and decide not to connect to the
legitimate base station, as shown in Figure 6.

Like in the previous attacks, the attacker will need to configure
the base station as the legitimate one, therefore capturing the MIB
and SIB broadcasts is necessary. Nevertheless, the key element of
this attack is the modification of three parameters instead of just
replaying the captured messages: (1) Set cell barred of MIB to
’barred’, (2) intra freq reselection of MIB to ’notAllowed’, and
(3) cell reserved for operator use of SIB 1 to ’reserved’. Typi-
cally, these fields are used for maintenance, private access, and other
operational purposes by the operator. We choose to modify SIB 1
as well in order to bolster the efficiency of our attack, even though
the MIB is sufficient on 5G SA. We found that other fields, such
as the cell reselection priority in SIB 2, are not necessary to
abuse, as the UE processes the MIB and SIB 1 first.

In 5G, the cell barred parameter allows early detection of the
cell’s status without requiring the UE to receive and decode the
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Figure 7: Access Control Process and Cell Connection

SIB 1. If the MIB indicates that a cell is barred then the UE will
also check the intra freq reselection parameter; a flag of ‘no-
tAllowed’ indicates that the UE is not permitted to reselect another
cell on the same frequency. The UE typically has to wait 300 sec-
onds before re-checking this MIB to determine whether or not this
cell remains ’barred’. Consequently, this allows early suppression
of the warning messages. On the contrary, in LTE, both above
fields are located in SIB 1 instead, which follows the MIB. Finally,
cell reserved for operator use could be broadcasted with a
value of ‘reserved’. Then, a UE with an Access Identity of 11 (PLMN
Use) or an Access Identity of 15 (PLMN Staff) is allowed to use
the cell for selection and reselection only, while a UE with Access
Identity 0 (no configuration), 1 (Multimedia Priority Service), 2 (Mis-
sion Critical Service), 12 (Security Services), 13 (Public Utilities)
or 14 (Emergency Services) treats the cell as ‘barred’, prohibiting
selection and reselection.

Furthermore, as indicated by the inconsistent storing of MIB mes-
sages (flaw 4 in Sec. 3.2), broadcast reception and storing processes
can be erroneous. Typically, the UE stores the first MIB instance as
it follows a predetermined set of instructions. Consequently, it may
ignore other instances and reject legitimate MIBs, thus never decod-
ing the legitimate SIB 1 in order to connect to the corresponding
real cell. This set of instructions is presented in Figure 7, clarifying
that in case of a malicious MIB, the UE will never proceed to SIB
1 decoding altogether. If the UE has no saved information of the
targeted cell and no connection has been established (at least a
completed RACH), it is highly possible that it will accept and pro-
cess the malicious MIB and SIB transmissions. Additionally, even if
the legitimate base station transmits its own versions of broadcast
messages simultaneously, the UE will overlook them and comply
with the bogus ones, if the false base station’s signal strength is
dominant. The attack cannot succeed, though, if the UE has already
attached to the cell, since the attacker does not have a way to delete
the stored information within the UE directly, possibly only through
other attacks (e. g., DoS with detachments) that can force reset prior
to launching the barring attack.

Given the cell gains of the legitimate station, 𝑔𝑖 , and of the ma-
licious station, 𝑔′

𝑖
, where 𝑔𝑖 , 𝑔

′
𝑖
∈ [−120𝑑𝐵, 0𝑑𝐵], their difference

𝛿𝑖 can be calculated: 𝛿𝑖 = |𝑔𝑖 − 𝑔′
𝑖
|. In our experimental setup we

discovered that the attack succeeds (𝛼 = 1) when 𝛿𝑖 ≥ 10𝑑𝐵 and
fails for any other condition in our setup:

𝛼 =

{
1, if 𝛿𝑖 ≥ 10𝑑𝐵.

0, otherwise.
(3)

Signal strength is enough to ensure that the message will be received
by the victim without dealing with the order of message reception

Figure 8: Our Experimental Setup

or broadcast periodicity rendering the attack even more trivial
to perform. In real-life scenarios, the signal strength needs to be
adapted accordingly.

This kind of suppression disrupts cell selection, reselection, and
handover procedures, as the UEs will consider the affected cell as
unavailable/blacklisted, leading to DoS and handover/reselection
failures. Most importantly, the UE is unable to receive warning
messages since attachment to the network is not feasible. It will be
able to have normal services again when the attacker ceases the
malicious transmissions or the UE escapes the attacker’s range to
connect to another available cell. This means that the barring attack
starts from the decision that a cell is barred during the access control
procedure until the attack stops or the UE evades the attacker’s
coverage. In other words, the Suppression Duration 𝐷𝑠𝑢𝑝𝑝 (𝐵𝑎𝑟𝑟 ) is:

𝐷𝑠𝑢𝑝𝑝 (𝐵𝑎𝑟𝑟 ) ≈ 𝑡𝑏𝑎𝑟𝑟 + 𝑡𝑟𝑒𝑐,𝑠𝑢𝑝𝑖 + 𝑡𝑟𝑎𝑐ℎ,𝑟𝑎𝑛 (4)

where 𝑡𝑏𝑎𝑟𝑟 is the time from the barring decision until the start of
the disconnection.

5 EXPERIMENTATION
We conducted a thorough practical evaluation of the presented
attack on a set of smartphones.

5.1 Experimental Setup
Our setup comprises an Amarisoft Callbox Classic (equipped with
SDRs) [17] with the 5G Core Network and the gNodeB represent-
ing the legitimate network (Figure 8). Additionally, we have a
Lenovo Thinkpad T580 laptop with Ubuntu 20.04 and an Ettus
B210 USRP [27] for the malicious base station (with an approximate
cost of 2k€). In our setup, we utilized the Amarisoft software for all
5G cases with a Core Network and a single gNodeB. In addition, we
used numerous smartphone devices that were 5G and PWS-capable
with an Anritsu SIM card. Table 1 shows the specific devices that
we employed for 5G SA and NSA testing. More details about the
exact cellular network configurations are presented in Appendix E.
We used the cell gain command with a maximum value of zero
to trigger malicious attachments and handovers between cells.

For the MitM setup (Section 4.2), our goal was to keep the victim
attached to the rogue base station by responding to it normally with-
out the need for further exploitation (e. g., RRC and NAS message
modifications). Unfortunately, due to the black-box and commercial
nature of Amarisoft software we could not establish a full-scale
MitM as it would require minor architectural modifications that are
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Table 1: Device Specifications and Results. PWS Spoofing
(Spoof) and Suppression (Supp) succeeded on all devices.
Device Chipset OS Model Release PWS

Spoof / Supp
Huawei Huawei Android ELS-NX9 2020 ✔/ ✔
P40 Pro 5G Kirin 990 5G 10
Nokia Snapdragon Android TA-1243 2020 ✔/ ✔
8.3 5G 765G 5G 10
One Plus MediaTek Dimen- Android DN2101 2021 ✔/ ✔
Nord 2 5G sity 1200 5G 11
Apple Qualcomm iOS MGDX3AA 2020 ✔/ ✔
iPhone 12 mini X55 modem 14.1
Samsung Snapdragon Android SM-N976Q 2018 ✔/ ✔
Note 10 5G 845 10

usual for an attacker’s setup, as in [59, 60]. This was not an issue for
our attacks though, as we sufficiently used another identical AMF
(reachable but not controlled by the attacker) in order to respond
to the victim-UE accordingly.

Figures 15-17 show examples of the SIB warning structures that
we used. The message Identifier field in SIB 6, 7 and 8 respec-
tively shows the 16-bit value in hexadecimal that has to be included
in each message. For ETWS we used the ID 1102. For CMAS mes-
sages we used the ID range from 1112 to 111𝐵 (HEX), where 1112 is
dedicated to Presidential alerts, 1113 to 111𝐴 to Extreme and Severe
alerts, and 111𝐵 to Amber Alerts. In our experiments, the serial
number of warning messages was between 0𝑥3000 and 0𝑥5000. The
associated paging messages that were generated are presented by
Figure 11. Appendix F provides more details about our warning
structure. Finally, Figures 14 and 18 show the warning flow between
the legitimate network entities for several attempts and a part of
its physical layer transmissions respectively in our setup.

Ethical Considerations. The experiments were carried out in
a confined lab testing environment without affecting legitimate
services and real operators. To cancel any interference, we ensured
that the experimentation range remained within 10 meters and we
configured the setup with our own network and warning values,
dissimilar to legitimate local networks and users. Other smartphone
devices (w/o SIM) that were attached on real commercial operators
were not affected during our experiments.

5.2 Experimental Results
PWS attacks are applicable to all users, regardless of owning a SIM
card, since real-world access to the emergency services is typically
unrestricted. In Table 2 we present the attack variations and an
empirical rating in terms of complexity and impact. For impact,
we primarily consider the maximum attacking duration of each
variation, whereas for complexity, we take into account the setup
requirements, the traffic (re)direction of the attack, the necessary
signal strength, and the preparation steps before the attack (e. g.,
broadcast messages modifications, RRC and NAS capabilities, etc.).
High complexity was assigned if thorough preparation, malicious
attachment, traffic rerouting, and higher signal strength were re-
quired for a successful attack, whereas medium and low complexity
describe those cases where attachment without traffic handling or
no attachment at all, respectively, were sufficient. Impact depends
on the attack duration: the smaller the duration is, the lower the
impact is scored. To assign an impact score we only compare varia-
tions of the same type of attack (either spoofing or suppression).

Table 2: Results for each attack. We evaluate each attack
on a [Low, Medium, High]-scale according to our experi-
ments and real-life adaptations including their approximate
attacking durations in seconds. For the PWS barring attack,
there is no specific lower and upper bound.

PWS Attack Complexity Impact Attack Duration (s)

Spoofing (MitM) High High 𝐷𝑠𝑝𝑜𝑜 𝑓 (𝑀𝑖𝑡𝑀) ≥ 55
Spoofing (non-MitM) Medium Low 𝐷𝑠𝑝𝑜𝑜 𝑓 (𝐴𝑡𝑡𝑎𝑐ℎ) ≤ 43
Suppression by DoS (MitM) High Medium 𝐷𝑠𝑢𝑝𝑝 (𝑀𝑖𝑡𝑀) ≥ 58
Suppression by DoS Medium Low 𝐷𝑠𝑢𝑝𝑝 (𝐴𝑡𝑡𝑎𝑐ℎ) ≤ 46

(non-MitM)
Suppression by barring Low High 𝐷𝑠𝑢𝑝𝑝 (𝐵𝑎𝑟𝑟 ) ∈ Q+

Even though the impact of MitM-based attacks is higher due to
a potentially long spoofing duration, the complexity also increases
as the attacker needs a robust system able to establish and handle
the UE connection with a legitimate cell, an arduous task in real-
life scenarios. In our experiments, we were able to maintain at
least a 𝐷𝑠𝑝𝑜𝑜 𝑓 (𝑀𝑖𝑡𝑀) ≥ 55 sec, which is longer than the duration
in non-MitM cases (≈ 40 − 43 sec) allowing a 𝐷𝑠𝑢𝑝𝑝 (𝑀𝑖𝑡𝑀) >

𝐷𝑠𝑢𝑝𝑝 (𝐴𝑡𝑡𝑎𝑐ℎ) as well. The approximate duration in non-MitM
cases could also depend on the emm cause of rejections (e. g., UE
identity cannot be derived by the network or Implicitly
detached) and the manufacturer. Oppositely, attacks that do not
rely on MitM setups are less complex since they only respond to UEs
without consuming resources to manage and redirect traffic. The
impact in these cases is, however, significantly reduced since the UE
ceases the malicious attachment after a few attachment attempts.
Finally, the PWS barring attack achieves high impact with low
complexity due to its trivial setup, lack of traffic handling and large
attacking duration. In our setup, we noticed that for 100% success
rate the barring attack requires less signal amplification, 𝛿𝑖 ≥ 10𝑑𝐵,
than malicious MitM and non-MitM attachments, 𝛿𝑖 ≥ 30𝑑𝐵 (PWS
barring can achieve approximately 90% success rate for 5𝑑𝐵.).

Table 3 presents our tested PWS configurations that could be
used to magnify spoofing. Although the category sufficient im-
pact can achieve successful spoofing, maximum impact is more
reliable in preserving a high-rate dissemination of alerts and in
reaching more UEs. Our PWS attacks had the same effect on all
smartphone devices from Table 1 during our experimentation. We
also emphasize that advanced Amarisoft boxes can handle up to
1000 devices, meaning that constrained and dense areas can be
impacted severely when the attacker employs sophisticated and
multiple FBSs in precise locations. In this sense, the attack can be
expected to scale, despite remaining a local attack. Appendix C
provides further considerations of the impact.
Impact on IMS Emergency Calls. We noticed that suppression
can cause severe implications against the IMS Emergency Call Sup-
port, disallowing the user from using VoNR emergency calls (e. g.,
911 using SIP) on a 5G-capable PLMN when attached to the false cell.
Since the UE is maliciously attached or suppressed through barring,
IMS messages (i. e., Register, Subscribe, Notify and PRACK) [14]
along with RRC Reconfiguration and Session Modification mes-
sages are unattainable, thus call preparation will not occur. This
is possible even without the use of ims-EmergencySupport5GC
as false in SIB type 1 by the attacker. In fact for barring attacks,
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Table 3: Used spoofing configurations and techniques. We
classify them into sufficient and maximum impacts.

PWS Spoofing conf. & tech. Sufficient Impact Maximum Impact
SI Periodicity 16 frames 512 frames
Repetition Period 10 131, 071
Number of Broadcasts 10, 000 times 65, 535 times
Concurrent Warnings no yes
Message ID Permutations no yes
Serial No. Permutations no yes
Max Segment Length 32 bytes 32 bytes

the attacker can accomplish this without any further change in
the configurations. In addition, it is not uncommon for a UE to
request an emergency VoLTE fallback through the Service Request
for Emergency and allow LTE to handle the voice call. For instance,
Figure 13 shows an SIP PRACK attempt by the UE after an EPS
fallback due to our attack on 5G cells. However, even this mech-
anism can be impacted as the attacker can continue the DoS and
potentially operate another false LTE cell for further exploitation.
To further intensify the attacks, an adversary could also operate
multiple rogue base stations supporting different generations (e. g.,
4G, 3G and 2G) and multiple frequency bands. In case the UE at-
tempts a fallback mechanism to previous radio access technologies,
the adversary may still be able to attack the user. As a result, the
user may not have access to any emergency features.

6 COUNTERMEASURES
We next discuss possible countermeasures aiming to detect or pre-
vent the presented attacks.
Partial PKI-basedCountermeasure. 3GPP’s study on 2G-4G [16]
is encouraging the adoption of a Public Key Infrastructure (PKI) for
signing and verifying the SIB messages responsible for delivering
alerts in HPLMN and VPLMN. The UE will be provided with a public
key in order to validate the signed warning messages; the UE will
need to be updated whenever the key or algorithm configurations
change. SIB transmissions as illustrated in Figure 2 will be signed by
the network’s private key. 3GPP has proposed several techniques to
address secure key provision on 2G, 3G and 4G (but not 5G), i. e., im-
plicitly installed CA certificates on UE, over-the-air key distribution
via Protocol Data Unit (APDU) commands [5, 6, 15, 16], distribution
through the General Bootstrapping Architecture (GBA) [13, 16],
and through NAS.

However, the implementation of such a system faces mainte-
nance and operational hurdles. It requires adoption by all; HPLMN,
VPLMN and UE. If the UE is designed to verify messages with other
key and algorithm parameters than VPLMN’s, the VPLMN public
key is not available, there is no efficient way to distribute the public
key to the UE, or the VPLMN does not support verification, then
this will result in failures and broken security. Key distribution
may encounter issues as well. For instance, an explicit TAU does
not exist in 5G to be used for key delivery, and implicitly installed
certificates from a Certificate Authority (CA) may induce issues
with the sharing CAs among operators in various countries intro-
ducing new national threats. Moreover, this mechanism may be
inappropriate for security altogether. Since only SIB 6, 7, and 8 are
protected, the attacker can still abuse the other broadcast messages

(e. g., MIB and SIB 1) and further security flaws from Section 3.2
remain unmitigated. In fact, the barring attack and the malicious
attachment persist with their associated impact. Spoofing can be
avoided only if the UE is configured to deny any unauthenticated
messages and the PLMN always signs the messages correctly.

Table 4 presents the effectiveness of this defensive mechanism
while taking into account our attacks. This includes verification
support by the network (signing the messages with the private key,
first column in Table 4) and verification support by the UE (applying
the network’s public key to verify the messages, second column
in Table 4). For each combination of the first two columns, Table 4
specifies the feasibility of spoofing, suppression and rejection of
legitimate messages which leads to user exposure. The first row
portrays the current PWS implementation which is susceptible to
spoofing and suppression, but false rejection is not possible since
the UE accepts all messages even if the PLMN does not support
PWS completely. When the UE does not support verification of
the warning messages (i. e., rows 1 & 3), spoofing is possible since
verification never takes effect, allowing all messages. In contrast,
spoofing is not feasible if the UE is strictly verifying all messages
(i. e., rows 2 & 4). However, when the PLMN does not support the
verification scheme or there is no compatibility, false rejection of
legitimate messages can occur (i. e., row 2). On top, suppression is
not prevented, impacting verified and unverified warning messages.
Full PKI-based Countermeasures. Instead of protecting only
warning-based SIB messages by a partial PKI-based countermea-
sure (with all the described disadvantages), a more viable solution
may be full PKI-protection for all MIB and SIB messages, as also
mentioned in [8]. This will deprive the attacker the capability of
imitating a legitimate base station from the beginning. However,
the performance overhead for the certificates, distribution, mainte-
nance, revocation, architectural redesigns, post-quantum solutions,
and legacy device support have not been evaluated on real 5G
networks to better comprehend this PKI’s benefits and drawbacks.

On top of that, current optimised verification proposals for
SIB 1 only [42, 64] are not adequate, as the PWS barring attack
could still be feasible because of the exposed MIB. Additionally, the
cell barred and intra freq reselection have moved from SIB
1 to MIB on 5G architecture, indicating the importance of a holistic
defensive mechanism for MIBs and SIBs likewise.
Client-based countermeasures. Client-based approaches and
base station detection have been suggested [26, 45–47, 49, 55]. Such
approaches rely on signature-based or Machine Learning (ML) mod-
els, but they may not be enough to ward off PWS attacks completely.
First, emergency warning attacks are not entirely included in the
detection mechanisms, as detection concerns mainly the presence
of fake base stations and the state of insecure/secure NAS and RRC
connections. As a result, accurate detection may not be possible,
and the lack of preventive countermeasures can still expose UEs
to warning suppression attacks. Second, these mechanisms usu-
ally take the form of mobile applications which also alert the user
about potential attacks. They are typically restricted to Android
and may require constant root access to cellular information, which
may not be available or desirable by the user. Third, every network
topology has its own properties and each mechanism must adapt
its heuristics accordingly, especially in the case of ML subject to
false positives and negatives.
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PWS Defensive Measure Attack Success

Security Signature Spoo- Sup- False
Support Verification fing pression Rejection

✘ ✘ Yes Yes No
✘ ✔ No Yes Yes
✔ ✘ Yes Yes No
✔ ✔ No Yes No

Table 4: Security results for PWS verification (HPLMN-
VPLMN). The first row represents the current implementa-
tion of PWS that has no security verification. In all cases,
the UE needs to have the capability to process and display
warning messages (USIM structure [15]).

Full RRC/NAS protection. Another preventive approach is the
adoption of mandatory encryption and integrity-protection for all
messages, in particular the unprotected RRC and NAS messages
(also mentioned in Sec. 3.2) in the control-plane traffic. Such an
implementation prevents message manipulations and eliminates
malicious attachments. However, SigOver [70] and SigUnder [48]
techniques could still impact the network as they do not require
UE attachment. Past literature has repeatedly proposed RRC and
NAS protection, experimenting on LTE [39, 41, 44, 54, 54], but 5G
specification and implementations do not meet such requirements.
Monitoring and Attack Detection. One orthogonal approach
to preventive measures is via measurement collection, reporting
and monitoring. Enriched measurement reports [8, 20] with extra
security fields (e. g., MIB/SIB hashes or locations of base stations)
could be as suitable candidate.

In the case of PWS, UEs having received warning messages could
send hash digests of the received messages back to the core net-
work via enriched measurement reports that aggregates them. Even
if only some of the UEs would support such a functionality, the
network could verify the legitimacy of alerts and make users aware
of fake messages. Operators could also operate a public web page
which users could use to cross-check the legitimacy of warning
alerts, a short url link could be part of all legitimate warning mes-
sages. Authorities could be informed too about attacking incidents
along with the cell locations included in the measurement reports.

7 RELATEDWORK
Security of Broadcast and PagingMessages. One of the earliest
indications of broadcast security flaws and paging were investigated
by Hussain et al. [39, 41], however the studies mainly focused on
LTE and there was no exploration of PWS exploitation. The SigOver
attack [70] focuses on physical-layer overshadowing, which allows
an adversary to abuse SIB and paging messages on LTE by inject-
ing a crafted subframe that exactly overshadows the legitimate
one. This approach can be efficient due to its low requirements
(i. e., low power consumption, unaffected by UE states, and low
setup complexity) and stealthiness. In our case, we were able to
achieve 100% success rate for the PWS barring attack with just 10𝑑𝐵
and 30𝑑𝐵 for spoofing, which is less than the 40𝑑𝐵 requirement
specified by SigOver, while maximizing the spoofing capacity (Ta-
ble 3) and duration. In addition, [48] proposes the SigUnder attack

performing significant improvements on physical-layer overshad-
owing attacks which are capable of disallowing cell access and
reselection. With proper adaptations, we believe that such tech-
niques could be used against the PWS as well. Susceptibility of the
paging messages in general has also been demonstrated in terms of
privacy and DoS [31, 40, 61]. On the defense side, Ericsson’s study
on paging [50], and paging protections [65] by Ankush et al. have
proposed countermeasures attempting to hinder paging attacks.
Security of the Emergency Systems. 3GPP [16] maintains a con-
ceptual study on PWS where security deficiencies and suggested
countermeasures are discussed. Nevertheless, this study is limited in
terms of experimentation, accurate attack definition, evaluated im-
pact, and lacks 5G security assessment. Furthermore, Lee et al. [45]
has provided notable results on CMAS spoofing and attacker’s range
on LTE but the investigation remains limited to specific cases, to
one generation and to one attacker setup. As a consequence, an
accurate presentation of all attacker’s capabilities is missing, as in
this work we have unearthed multiple attacks, network setup cases,
and warning messages on 5G. Finally, work has been conducted to
assess emergency call resilience against DoS/DDoS [18, 33, 37].
5G Security Studies. The resilience of 5G AKA procedure was
explored by Basin et al. [19] and Borgaonkar et al. [21], reveal-
ing potential security defects. Bitsikas et al. [20] demonstrated the
exploitation of the handover procedure on 5G and LTE allowing
an attacker to perform a MitM or DoS attack. Chlosta et al. [24]
and Haque et al. [34] exploited the Subscription Concealed Iden-
tifier (SUCI) identifier and Permanent Equipment Identifier (PEI),
respectively. Security issues on 5G RRC and NAS messages were
investigated [38, 41] but actual experimentation is needed with a
5G SA setup to fully explore the security flaws.
LTE Flaws and Misconfigurations. Security in the control plane
traffic has been explored [22, 39, 44, 54, 63] revealing major vulnera-
bilities, while some remain unmitigated until the new 5G standards.
Moreover, Rupprecht et al. [59, 60] identified layer two vulnera-
bilities leading to user plane exploitation and MitM attacks, while
network misconfigurations on LTE have been confirmed [23] show-
ing that implementation is as important as the specifications.

8 CONCLUSION
In this work, we explored the security of the 5G warning system.
We have identified the underlying vulnerabilities revealing that the
PWS is exposed to suppression and spoofing attacks with detri-
mental results to the safety of the users while deploying different
attacker setups. Specifically, the PWS barring attack is a perilous
threat to a cellular environment since it does not demand exces-
sive skills, equipment capabilities and configurations. Furthermore,
we assessed the impact of the aforementioned attacks in roaming
cases and when PWS performs warning verification. Finally, we
discussed several countermeasures that could be deployed to make
the PWS more resilient against adversaries.
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A FALSE BASE STATION SETUP
First, the adversary will perform a comprehensive investigation of
the operator and cellular network in order to collect sufficient intel-
ligence about the possible target areas and their configurations. This
is important since operators in various countries may configure the
RAN and PWS differently. Specifically, for cellular configurations
the attacker will require the locations of the gNodeBs, the Cell
Identifier, Tracking Area Identifier (TAI) which incorporates the
Mobile Country Code (MCC), Mobile Network Code (MNC) and
Tracking Area Code (TAC), Absolute Radio Frequency Channel
Number (ARFCN), PRACH Root Sequence Index, and the supported
services for 5G. Additionally, it is important to capture the MIB
and SIB messages of the gNodeBs in order to later replay them
with a signal strength higher than the legitimate base station in
order to attract the victim-UEs. Once collected, the attacker can
decide which geographical area to impact and imitate the corre-
sponding gNodeB in that area. Using real configurations is more
advantageous for the attacker since invalid ones, such as wrong
Cell Identifiers, may lead to easier detections and more network
errors during a malicious handover or cell reselection. Therefore,
the attacker needs to imitate the behavior of a legitimate station as
closely as possible and respond to UEs in all the vital RRC and NAS
procedures. If necessary, the attacker could also use more than one
base station to achieve higher coverage.

Apart from the cellular configurations, the attacker will study
the behavior of the PWS in that specific country. This includes the
types of messages that are usually broadcasted, the periods of the
year that normal emergencies/incidents occur, the most commonly
impacted geographical locations, the warning message structure
and configurations (e. g., broadcasted text and periodicity). Conse-
quently, the attacker will be able to adapt appropriately and apply
close-to realistic warning configurations to avoid trivial detection.
The attacker may also deploy several stations and perform other
supplementary attacks in conjunction with warning spoofing or
suppression to bolster the attack’s efficiency (e. g. force cell search)
and affect more users.
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B ADOPTION OF THE PWS
Deployment of PWS systems is widely increasing since 2009 [25].
As per 11 Dec 2018 [56], all EU member states are obliged to have a
public warning system in place by 21 June 2022 (including the Eu-
ropean Economic Area Agreement countries) to protect EU citizens.
At least one form of PWS has already been implemented in the US
(CMAS), Canada (WPAS), Chile and Peru (LAT-ALERT), UAE (UAE-
Alert), China, South Korea (KPAS), India (ITEWC), Japan, Singapore,
Saudi Arabia, Oman, the Philippines, Indonesia, Sri Lanka, New
Zealand, Australia, Taiwan, Mexico, Russia, and Turkey, while oth-
ers are planning to implement and activate one soon (e. g., United
Kingdom). In general, countries that are susceptible to extreme
events (e. g., weather and climate) are strongly in favor of such a
system for public safety [30]. Furthermore, the United Nations en-
courages adoption of warning systems due to the influx of climate
events [52, 53].

(a) CMAS message (b) ETWS message

Figure 9: Warnings on OnePlus Nord 2 5G

C FURTHER DISCUSSION
Is it a relevant threat if an attacker sends forged warning messages to
an individual user or a small group of users, or only to a large crowd?
We believe that the more users receive fake messages the merrier
the impact becomes as mass panic may lead to hazardous incidents
such as physical harm. In fact, the attacker’s objective is to affect
as many people as possible within a dense, limited or overcrowded
space for a specific time window. Geographically speaking, [45]
has shown that four LTE base stations can easily impact a stadium
with an approximate capacity of 50, 000 seats. On such a level, we
believe that the attacks can turn into an alarming risk.

Is it a relevant threat if an attacker can suppress warning messages
to an individual user or a small group of users, or only to a large crowd?
Similar to spoofing bogus messages, message suppression aims to
influence as many network subscribers as possible. Not allowing
many users to get notifications about an emergency could also lead
to life threatening scenarios. In addition, based on Section 4, we
consider suppression more trivial than any spoofing approaches,
hence increasing the threat level.

Could PWS Security be a mandatory requirement? Protection of
warning notifications and users against attackers are subject to
regulatory policies. According to 3GPP [16], the requirements for
PWS security are optional since there are regions and countries
that do not require or aim to deploy this feature any time soon

(such as US and Japan). Therefore, without outright and compulsory
security, networks will remain exposed to warning spoofing and
suppression.

Are SMS-based warnings affected? On 5G, the SMS [4] deliveries
are either over IMS (SIP-based) or over NAS. The UE receives a spe-
cific paging message for an SMS service and then the UE enters the
RRC-Connected state while sending a Service Request. Then, the
network delivers the SMS notifications using the downlink trans-
mission. We ran dedicated experiments for the SMS-based warnings.
Since our suppression attacks disallow connection to the legitimate
network, the victim-UE will not be able to receive paging messages
and consequently the SMS-based warning. Regarding spoofing SMS
warnings and DoS, past works [43, 67–69] have demonstrated the
weakness of SMS over IMS on LTE which may also affect 5G in
certain cases. On the other hand, according to 3GPP [2], SMS over
NAS implements encryption and integrity-protection when the UE
has already activated NAS security with the AMF. However, more
testing is required to verify its robustness on 5G against spoofing
as [44, 54] have confirmed SMS over NAS weaknesses on LTE.

D EMERGENCY CALL FLOW
The emergency warning procedure of Figure 2 is extended to Fig-
ure 10 having the following steps:

(0) The UE registration and mutual authentication procedures
are performed. Encryption and integrity protection are en-
abled for the established communication (Control plane and
User plane) based on the specifications [2].

(1) The CBE sends the Emergency Broadcast Request to the
CBC/CBCF based on the authorities. Then, the CBC/CBCF
authenticates this request, which includes the warning type,
warning message, impacted area and time period.

(2) Using the area of impact, the CBC/CBCF identifies which
AMFs need to be contacted and determines the information
to be incorporated into the Warning Area List NG-RAN
Information Element (IE). The CBC/CBCF sends a Write-
Replace-Warning Request message containing the warning
message and its attributes to the AMFs. In case of a PWS-
IWF entity, the message is forwarded through it to the AMFs.
Additionally, the Write-Replace-Warning Request message
usually incorporates the Message Identifier, Serial Number,
list of NG-RAN Tracking Areas, Warning Area List NG-RAN,
Global RAN Node ID, Warning Area Coordinates, etc.

(3) The AMF sends a Write-Replace-Warning Confirm NG-RAN
message indicating to the CBC/CBCF that the AMF has
started the distribution of warning message to NG-RAN
base stations. The Write-Replace-Warning Confirm NG-RAN
message may contain the Unknown Tracking Area List IE,
which identifies the Tracking Areas that are unknown to
the AMF and where the Request cannot be delivered. If this
message is not received by the CBC/CBCF within an appro-
priate time period, the CBC/CBCF may attempt to deliver
the warning message via another AMF in the same region.

(4) Upon reception of the Write-Replace Confirm NG-RAN mes-
sages from the AMFs, the CBCF may confirm to the CBE that
the distribution of the warning message has commenced.
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(5) The AMF forwards Write-Replace-Warning Message Request
NG-RAN to NG-RAN nodes. If the list of NG-RAN Tracking
Areas is not included and no Global RAN Node ID has been
received from the CBC/CBCF, the message is forwarded to
all RAN base stations that are operated under the AMF. On
the other hand, if a Global RAN Node ID has been received,
the AMF shall forward the message only to the NG-RAN
base station indicated by this ID IE.

(6) The NG-RAN node first detects duplicate messages by check-
ing the message identifier and serial number fields within
the warning message as it may receive the same message
from multiple AMFs. If any redundant messages are detected,
only the first one received will be broadcasted by the cells.
The NG-RAN base station shall use the Warning Area List
NG-RAN information to determine the cell(s) in which the
message is to be broadcasted. Furthermore, the NG-RAN
base stations return a Write-Replace-Warning Message Re-
sponse to the AMF, even in case of a duplicate. If there is a
warning broadcast message already ongoing and the Con-
current Warning Message (CWM) Indicator is included in
the Write-Replace-Warning Request NG-RAN message, the
base station does not stop the existing broadcast message
but starts broadcasting the new message concurrently. Oth-
erwise, it shall immediately replace the existing broadcast
message with the newer one. If concurrent warning messages
are not supported, message priority is enforced. Eventually,
each base station begins delivering the paging and the SIB
messages to all available UEs as illustrated also by Figure 2.

(7) If the UE has been configured to receive warning messages,
and to accept warnings on that PLMN [15], then the UE can
use warning type values, such as ’earthquake’ or ’tsunami’,
immediately to alert the user. When the warning type is
’test’, the UE silently discards the primary notification, but
the specially designed UEs for testing purposes may alert
the user based on his/her coordinates and location. At the
same time, the Write-Replace Response is sent to the AMF
as an acknowledgement.

(8) If the Warning-Message-Indication parameter was present
in the Write-Replace-Warning Request NG-RAN and it is
configured in the AMF based on operator’s policy, the AMF
shall forward the Broadcast Scheduled Area Lists in a Write-
Replace-Warning Indication(s) NG-RAN to the CBC/CBCF.
The Broadcast Scheduled Area List shall contain the Broad-
cast Completed Area List the AMF has received from the
NG-RAN node. Nevertheless, this step is optional.

(9) From the Write-Replace-Warning Response messages re-
turned by NG-RAN base stations the AMF determines the
success or failure of the delivery and creates a trace record.

E NETWORK CONFIGURATIONS
We configured the network to use the testing PLMN which is
00101 and to consist of a gNodeB and a Core Network (includ-
ing AMF and IMS) in the Amarisoft Box. The gNodeB had the
following configurations: 𝑔𝑛𝑏 𝑖𝑑 = 0𝑥1234𝐴, 𝑡𝑎𝑐 = 100 (decimal),
and 𝑟𝑜𝑜𝑡 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 𝑖𝑛𝑑𝑒𝑥 = 1. It also included two distinct cells;
cell 1 with 𝑐𝑒𝑙𝑙 𝑖𝑑 = 0𝑥01 and 𝑛 𝑖𝑑 𝑐𝑒𝑙𝑙 = 500, and cell 2 with

Figure 10: Emergency Call Flow

𝑐𝑒𝑙𝑙 𝑖𝑑 = 0𝑥02 and 𝑛 𝑖𝑑 𝑐𝑒𝑙𝑙 = 501. Both cells possessed separate
frequencies in the 𝑛78 band for 5G Standalone and in the 𝑛41 band
for 5G non-Standalone. During our experimentation we tested both
the Time Division Duplex (TDD) and Frequency Division Duplex
(FDD) communication technologies. For testing emergency SMSs
and SIP calls we also incorporated an IP Multimedia System (IMS)
into the core network which allowed us to send SMSs to the UE
and allowed the user to call 911, as it is supported by Amarisoft.
Finally, for the UEs we had to configure the Access Point Names
(APNs) in order for the UEs to be fully connected. According to
Amarisoft documentation we used the Internet APN and the IMS
APN, whenever possible.

F CMAS AND ETWS CONFIGURATIONS
The basic format of our ETWS/CMAS messages follows the Amarisoft
guidelines. During our experimentation we altered only values that
are presented in the following structures in respect to the specifica-
tions:

pws msgs: [
{ /* ETWS earthquake or tsunami message */
local identifier: 1,
message identifier: 0x1102,
serial number: 0x3000,
warning type: 0x0580,
data coding scheme: 0x0f, (GSM 7 bit encoding)
warning message: ”This is a ETWS test message” },
{ /* CMAS Presidential Level Alert */
local identifier: 2,
message identifier: 0x1112,
serial number: 0x3000,
data coding scheme: 0x0f, (GSM 7 bit encoding)
warning message: ”This is a CMAS test message”} ]

G EXPERIMENTAL EVIDENCE
Figures 18 and 14 show the transmitted warnings in our setup with
all the involved network entities. Figures 11 and 15-17 show the
structure of the paging and SIB messages that we used as a core
network and as an attacker. Figure 13 presents a SIP emergency
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Figure 14: Warning Flow for the CBC, Core Network and
RAN.

Figure 15: SIB6

Figure 16: SIB 7

Figure 17: SIB 8

Figure 18: Broadcast Control Channel (BCCH) used for SIB
6 transmission.

call during our attacks on 5G PWS. Finally, Figure 12 displays the
discretionary and mandatory options on Huawei P40 5G.

(a) CMAS message (b) ETWS message

Figure 11: Paging Messages

Figure 12: Compulsory & Optional Alert on Huawei P40 5G

Figure 13: SIP PRACK message for an emergency call and
VoLTE Fallback.
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