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ABSTRACT
Mobility management in the cellular networks plays a significant
role in preserving mobile services with minimal latency while a
user is moving. To support this essential functionality the cellular
networks rely on the handover procedure. Most often, the User
Equipment (UE) provides signal measurements to the network via
reports to facilitate the handover decision when it discovers a more
suitable base station. These measurement reports are cryptographi-
cally protected. In this paper, we examine the cellular specification
and illustrate that this crucial functionality has critical security
implications. To the best of our knowledge, this is the first work on
cellular Man-In-The-Middle attacks based on the handover proce-
dure. In particular, we demonstrate a new type of fake base station
attacks in which the handover procedures, based on the encrypted
measurement reports and signal power thresholds, are vulnerable.
An attacker who sets up a false base station mimicking a legitimate
one can utilize the vulnerabilities in the handover procedure to
cause Denial-Of-Service attacks, Man-In-The-Middle attacks, and
information disclosure affecting the user as well as the operator.
Therefore, users’ privacy and service availability are jeopardized.
Through rigorous experimentation, we uncover the vulnerable parts
of the handover procedure, a comprehensive attacker methodol-
ogy, and attack requirements. We largely focus on the 5G network
showing that handover vulnerabilities remain unmitigated to date.
Finally, we assess the impact of the handover attacks, and carefully
present potential countermeasures that can be used against them.

CCS CONCEPTS
• Security and privacy→Mobile and wireless security; Secu-
rity protocols; Denial-of-service attacks.
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1 INTRODUCTION
The 5th Generation (5G) of mobile telecommunications is gradually
transforming the world. By the end of 2020 over 1 billion people, or
15 percent of the world’s population, were living in areas with 5G
coverage [25]. 2G and 3G generations are in a process of progres-
sive phaseout, since carriers need to re-use spectrum to enhance
their networks and provide faster, more responsive technology to
their customers. This means that newer networks will rely on the
coexistence between 4G and 5G technologies.

One of the most critical elements of the cellular telecommuni-
cations is the mobility management and a principal part of it is
the handover procedure. Cellular handover in mobile networks is a
mechanism that retains the current session of the mobile terminal
when a transition is required from one radio cell to another. It is
a vital part of the Mobility Management with a goal to maintain
Quality of Service, to not drain the UE battery power, and to pro-
vide service continuity with minimal handover latency. To facilitate
this process, operators and organizations, such as the 3rd Gen-
eration Partnership Project (3GPP), introduced the Measurement
Report (MR), which is a message containing frequency and power
metrics to assist the network on deciding if a handover is necessary
and which is the most suitable handover target station. The UE
sends these messages to the serving base station when required or
instructed. As a consequence, the handover procedure is heavily
dependent on the content of the MR to assess the mobility status
of a UE.

In terms of security, theMRmessages are protected by the Access
Stratum (AS) security context. Similarly, exchanged messages dur-
ing a handover procedure are security protected, thus an attacker
cannot manipulate or modify the messages directly. However, the
content of the MR messages are never verified by the network to
prove their legitimacy. Instead, they are considered trusted and
the network proceeds with their evaluation. Consequently, if an
attacker manipulates the content of the MR by including his/her
measurements, then the network will process the bogus measure-
ments. This is possible by imitating a legitimate base station and
replaying its broadcast messages. So, when the UE is in the coverage
area of the attacker, the rogue base station has high enough signal
power to "attract" the UE and trigger a MR, then the attacker has
very good chances of forcing the victim UE to attach to his/her
rogue base station abusing the handover procedure. Once, the UE
is attached to the attacker it could either enter in a camped mode
due to a Denial-Of-Service (DoS) attack and become unresponsive,
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or the attacker could establish a Man-In-The-Middle (MitM) relay
building the basis for other advanced exploits. It is noteworthy
that the attack has impact on the network side as well, as we will
elaborate on later.

Recently, Shaik et al. [46] and the 3GPP’s technical report [8]
have briefly tackled handover implications in Self-Organizing Net-
works (SON) [10, 15]. They illustrate the idea that an attacker could
potentially launch successful handover attacks against Long Term
Evolution (LTE)’s X2 and 5G’s Xn handover procedures, respec-
tively. However, both works address this issue with limited levels
of details and rather vague results, and they merely report two han-
dover cases. Furthermore, the two works disagree when it comes to
the Random Access Channel (RACH) completion that is required
during amalicious handover: whether the RACH can be successfully
completed or not.

In this paper, we tackle the fact that the security implications
of the cellular handover are under-explored. We present the first
comprehensive study of vulnerabilities in the cellular handover
procedure. In particular, we explore the security weaknesses of
the handover procedure in the presence of a rogue base station,
we present a comprehensive attack methodology that can impact
the cellular network in various ways, we experiment thoroughly
to uncover the extent of affected handover cases, and reveal what
types of attacks are feasible. In conclusion, we discuss potential
detection and prevention handover countermeasures.

In more details, our contributions are as follows:

(1) We present a comprehensive security study on the handover
procedure evaluating different handover types and present-
ing their similarities in terms of security. As far as we know,
this is also the first study that investigates rogue base station
effects on handover security in such depth.

(2) We demonstrate that vulnerabilities in the handover pro-
cedure are not limited to one handover case only but they
impact all different handover cases and scenarios that are
based on unverifiedmeasurement reports and signal strength
thresholds. We also illustrate that the problem affects all gen-
erations since 2G (GSM), remaining unsolved so far.

(3) We perform an experimental validation for 4G (LTE), 5G
Non-Standalone and 5G Standalone handover cases, where
we evaluate the Intra- and Inter-Base station handovers and
provide a detailed description of the experimental setup,
the exact attack steps needed, and the achieved results. In
addition, we describe and interpret the behavior of the UE
and the network during a handover exploitation, taking into
account a diverse range of cellular services and UE models.

(4) We specifically show that handover exploitation can lead
to MitM attacks and sensitive data extraction, such as IMSI,
apart from the usual DoS attacks. Furthermore, we clarify the
impact of such attacks on the UE as well as on the network.

To the best of our knowledge, our work is the first study on the
security of the handover procedure presenting experimental results
for 5G from an advanced 5G Standalone and Non-Standalone setup.

Finally, we have discussed the vulnerability disclosure with
GSMA as our work was submitted under the assigned tracking
number CVD-2021-0051. GSMA is planning to use our results to

Figure 1: Abstract RAN architecture in LTE and 5G

improve the existing 3GPP specifications, remedy any inaccuracies
and bolster 3GPP’s security study against false base stations.

2 PRELIMINARIES: MOBILE HANDOVER
Normally, the UE collects radio measurements based on two states:
idle and connected. In idle state mode, the measurements are used
for cell selection and cell re-selection. In connected state mode, the
measurements are used for handover and redirection scenarios. In
general, the UE is instructed to occasionally transmit measurement
report messages to its source/serving base station.

Measurement reports consist of collected power and frequency
measurements about proximal base stations. All the necessary in-
formation needed for the UE to conduct the measurements are
accessible through the broadcasted System Information Block (SIB)
and Master Information Block (MIB) messages of the base station.
Upon receiving the messages, the serving base station evaluates
them and decides if a handover procedure is necessary. In particular,
if the link to the serving cell is getting degraded and/or another
reported neighboring cell at a different frequency is getting better
than the serving cell, the network may possibly move the mobile
terminal connection from the serving cell to that neighboring cell,
so the mobile terminal will get better radio conditions and con-
sequently the operator will offer a greater user experience. This
decision is actually based on mathematical calculations involving
a triggering threshold [2, 3, 6, 18] that corresponds to an Event.
Therefore, if the UE’s values in the measurement report exceed
the associated threshold, then a handover will be initiated by the
source base station. Additionally, the measurements (RSRP, RSRQ,
SINR etc.) may also facilitate inner-network processes and may be
used for other calculations such as base station resource allocation.
Figure 1 shows the UE’s transition from one base station to another
as the handover procedure takes place.

Trigger Events: The decisionwhether amobile devicewill move
to another station or not is made by the serving base station based
on measurement reports from the mobile device. This holds for any
technology so far (i. e., 2G, 3G, 4G, 5G). In ideal cases, a base station
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shall allow UE to report serving cell and neighboring cell signal
quality and trigger the handover with a single measurement, but
in practice it can create overload conditions due to unnecessary
ping-pong handovers [26, 50]. As solution to avoid such situations,
3GPP specifications have proposed a set of predefined measurement
report mechanisms, called Events, to be performed by the UE. The
type of event a UE has to report is specified by the Radio Resource
Control (RRC) signaling message sent by the base station. Section A
(Appendix) illustrates these events in LTE and 5G.

Handover Phases: Before the handover procedure takes place,
the UE is attached to the source base station with its established
radio bearers. It is in RRC-Connected state (and registered state)
and uplink/downlink data are relayed normally between the UE
and the network. Then, the handover procedure consists of three
phases:

(1) The preparation phase corresponds to the decision of han-
dover, information exchange and resource reservation. The
preparation phase begins when the decision is taken to ex-
ecute a handover procedure after the UE’s measurement
reports.

(2) The execution phase corresponds to the mobile connection
to the target eNodeB/gNodeB. It begins with the source base
station sending the RRC Reconfiguration message to the UE.

(3) The completion phase consists of the establishment of final
bearers and the release of the old resources. It starts when the
UE transmits the RRC Reconfiguration Complete message.

2.1 Handover Classification
According to the specifications [5, 17], cellular handovers can be
classified according to three primary factors, detailed as follows:1

Intra- and Inter-Base Station Handover: Base stations may
be a gNodeB, eNodeB or BSS/RNC including their sub-types (en-
gNodeB, ng-eNodeB, etc). Handovers can then be classified as Inter-
Base Station, where the UE relocates to a cell belonging to a different
base station, or Intra-Base Station, where the UE relocates to a dif-
ferent cell but operated by the same base station. Intra-Base Station
handovers comprise a simple exchange of reconfiguration messages
between the UE and the serving base station without adhering to
the regular handover procedure. Also, this process lacks the need of
a target base station, so we can completely distinguish it from Inter-
Base Station. On the contrary, Inter-Base Station handovers follow
the normal handover procedure. Inter-Base Station handovers need
to be classified further in order to determine the target system that
will handle the connection after the handover. Therefore, all the
types below are mainly applicable to them.

Intra- and Inter-Core NetworkHandover: Core Network en-
tities that handle authentication and sessions may also need to
change leading to Inter-Core Network handovers. For example, the
serving Access and Mobility Function (AMF in 5G) or Mobility
Management Entity (MME in LTE) may need to change because
the target base station belongs to another AMF or MME. Intra-Core
Network handovers do not demand Core Network relocations be-
cause the target base station is under control of the current network,
1To make our evaluation more coherent, in this paper we also group the legacy
technologies (2G and 3G) together as one unified system with a 2G/3G SGSN, MSC,
BSS and RNC stations, especially due to their current phase out. Otherwise, these two
generations hold different but connected Core and RAN networks.

while Inter-Core Network handovers perform relocations because
the target base station belongs to a different Core Network entity.

Core Network relocations always require the relocation of the
entity that manages the access and mobility (such as AMF and
MME) and controls the target base station. For instance, a relocation
from a 5G Core Network to another is characterised as Inter-AMF
handover because of this AMF shift. In fact, the terms Intra/Inter-
Core Network are not necessary when we know the relocation
state of the AMFs/MMEs/SGSNs. In cases where a Core Network
may have more than one authentication and mobility management
entity, it is possible for a UE to shift between them according to
network needs. This means that an Intra-Core Network handover
could also be Inter-MME or Inter-AMF.

Besides that, it is common for a UE to also change its assigned
user-plane gateway and function. This may happen inside the same
network or when the Core Network changes. For example, if the
UE is assigned a new UPF within the same 5G network then we
can define this handover as Intra-AMF Inter-UPF. This is applicable
to any generation. Worth mentioning is the fact that this kind
of relocation is neither transparent to the UE nor will it require
any additional steps from UE’s side during the handover, as the
authentication and mobility management entity will complete this
appointment directly. Exactly the same is applicable to the SMF
function in 5G.

Intra- and Inter-RAT Handover: Finally, based on a distinc-
tion due to the Radio Access Technology, Intra-RAT refers to a
handover destined for a target network entity that uses the same
radio technology as the source network, while the Inter-RAT refers
to a handover destined for a network entity that uses a different
radio technology. For instance, an Inter-RAT handover is the EPS
fallback from a 5G connectivity.

2.2 Special Handover Types
In addition to the presented normal handovers, the following special
– subsumed – handover types exist, with related security concerns
as we will demonstrate.

Conditional Handovers. According to release 16 [10] a Condi-
tional Handover (CHO) is a handover that is executed by the UE
when one or more handover execution conditions are met. The
source base station sends the execution condition(s) to the UE
through the RRC Reconfiguration and then the UE starts evaluating
them. Once one of the conditions is fulfilled, a handover is executed.
Also, after sending the RRC Reconfiguration message, the source
base station prepares all potential handovers by sending handover
requests to the candidate cell(s). The CHO configuration contains
the configuration of the CHO candidate cell(s) generated by the
candidate base stations and execution condition(s) generated by the
source base station. The UE determines the best candidate based
on the threshold using the typical signal metrics (e. g., RSRP, RSRQ,
RSSI, SINR). Also, a candidate cell may be operated by the source or
candidate base stations. Finally, an execution condition may consist
of one or two trigger condition(s) (CHO events A3/A5, as defined
in [7]).

CU-DU gNodeB Handovers (5G). In the 5G RAN architec-
ture, the gNodeB has been split into smaller specialized units, the
Centralized Unit (CU) and the Distributed Unit (DU). The CU is
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Table 1: Inter-Base Station handover types.

Target Network
Within the Source Network 5G RAN E-UTRAN UTRAN / GERAN

5G RAN

Intra-RAT
Intra/Inter-AMF

Xn or N2
Intra-RAT

Inter-AMF N2
Inter-RAT

(with or w/o N26 interface)
Inter-RAT through
SRVCC (Call only)

So
ur

ce
N
et
w
or
k

E-UTRAN

Intra-RAT
Intra/Inter-MME

X2 or S1
Inter-RAT

(with or w/o N26 interface)
Intra-RAT

Inter-MME S1

Inter-RAT
(with or w/o SGW relocation,
direct or indirect tunneling)

UTRAN/
GERAN

Intra/Inter RAT
Intra/Inter SGSN
A/Gb or Iu mode —

Inter-RAT
(with or w/o SGW relocation,
direct or indirect tunneling)

Intra/Inter RAT
Inter SGSN

A/Gb or Iu mode

a logical node that includes gNodeB functions such as user data
transfer, mobility control, radio access network sharing, positioning,
session management etc., except from those allocated exclusively
to the DU. In addition, the CU controls the operation of DU(s)
over the front-haul interface. Contrariwise, the DU (also known
as RRH/RRU/RE/RU) is a logical node that includes a subset of the
gNodeB functions depending on the functional split option.

According to 3GPP [6] a handover may be Intra-gNodeB (Intra-
CU) Intra/Inter-DU or Inter-gNodeB (Inter-CU) Inter-DU. This
means that the target DU is either controlled by the same gNodeB
or by a neighboring gNodeB, thus a CU relocation may be needed
too.

3 THREAT MODEL
We consider an adversary that has the capacity to establish a MitM
relay, which in turn may allow him/her to eavesdrop, drop, modify
and forward messages transmitted between benign participants
(e. g., genuine user equipment and base stations) in the public chan-
nel while adhering to the cryptographic assumptions. In addition,
we consider an active adversary who can install and operate a
base station with the same capabilities as a legitimate one. Specif-
ically, the fake station can impersonate a legitimate base station
and thus force a victim’s device to connect to it by broadcasting
MIB and SIB messages in the victim UE’s frequency with a higher
signal strength than the legitimate base station. We also make the
assumption that the attacker is able to capture the MIB and SIB
messages by eavesdropping the public channels. He/She may utilize
any available equipment to carry out attacks. Finally, we assume
that the adversary cannot physically tamper the SIM card, base
station, or the Core Network to obtain the sensitive information,
e. g., cryptographic session keys, and we consider side-channel and
signal jamming attacks as out of scope.

4 OVERVIEW OF THE ATTACK
In this section we describe the holistic view of our attack. We
propose a methodology that focuses not only on exploiting the
handover procedure, but also on avoiding easy detection. First, we
define all possible handover cases that an attacker should take into
consideration while preparing for the attack. Then, we specify the
necessary steps to complete the attack.

4.1 Defining the Handover Cases
In Sections 2.1 & 2.2, we described the types of handover and clar-
ified in which each handover can be classified according to its
relocation, radio access technology, etc. In this section, we go one
step further and determine the concrete cases resulting from the
classification. An attacker can make use of these cases to have
a better understanding of the victim network. Thus, by putting
the classification into practice, beginning from the latest radio ac-
cess technology to the earliest, we identify the primary Inter-Base
station handover cases as presented by Table 1.

Moreover, the selection of interface that is based on the Core
Network’s involvement during the handover is essential. If a direct
communication between the source and target base station can be
utilized (X2 in LTE and Xn in 5G), then the Core Network will not
be involved. However, when a direct connection is not enabled (or
due to failures or Inter-AMF/MME handovers), the authentication
and mobility management entity of the Core Network must manage
the handover. Therefore, base stations must communicate through
the authentication and mobility management entity (S1 in LTE, N2
in 5G). Figure 5 shows very briefly how the interface decision is
made based on the specifications [2, 7, 10, 14]; Figure 1 illustrates
the established interfaces between network entities in LTE and 5G.

Finally, apart from the Intra-Base Station handovers that belong
to another distinct category, we also take into account the condi-
tional and the Intra/Inter-DU handovers from Section 2.2 that may
apply to either Intra- or Inter-Base station handovers.

4.2 Attack Steps
1. Initial Reconnaissance.Gathering sufficient intelligence in the
cellular environment is possible through passive sniffers that collect
broadcast messages as well as UE traffic. An attacker that aims to
exploit the handover procedure must be able to capture the MIB and
SIB messages of the network (e. g., using inexpensive hardware like
USRPs). An additional way to boost network scanning is to use the
publicly available IMSI-catcher detection applications. Thus, an at-
tacker may utilize his/her smartphone device to collect data related
to nearby legitimate stations and use them to configure a rogue
base station, thus reversing the applications’ intended purpose.
2. Determining the Network Structure. Knowledge about the
network composition allows to choose the most suitable target to at-
tack. Thus, through the collected traces the attacker is able to locate
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the legitimate base stations and determine their parameters. To cre-
ate an adequate representation of the network structure we deem
important to use the location, Cell Identifier, Tracking Area Iden-
tity (TAI) which includes the Mobile Country Code (MCC), Mobile
Network Code (MNC) and Tracking Area Code (TAC), Absolute
Radio Frequency Channel Number (ARFCN), the associated oper-
ators/providers and the supported services like 5G and LTE for
each available base station. The attacker may continuously scan
the network for configuration changes in order to remain updated.
3. Selecting the Target. Given sufficient information about the
network, the attacker can decide which base station to imitate.
We separate this process into three phases. Since the attacker’s
objective is to lure UE victims to connect to a rogue base station
and disconnect them from their source/serving base station, as a
first phase, the attacker will determine which source/serving base
station and cell to impact. Second, the attacker will construct its po-
tential neighboring list based on the obtained network data. To form
a more accurate neighboring list the attacker may also leverage
his/her malicious UE to participate in one or multiple UE-assisted
Automatic Neighbor Relation (ANR) processes, which is a feature
of the Self-Organising Networks [10, 15]. Finally, the attacker will
choose to emulate a base station that is included in the estimated
neighboring list of the serving base station. The benefit of prefer-
ring a base station from this neighboring list is that the adversary
uses a legitimate base station with right parameters and close-to
correct location. Alternatively, invalid parameters like wrong Cell
Ids, excessive X2/Xn connections and abnormal locations may ham-
per the handover attack. In such a case, either the source/serving
base station will not be able to complete the preparation phase of
the handover or detection becomes easier.
4. Configuring the False Base Station. Before executing any
handover attack the adversary needs to set up his/her base station
correctly. The false base station should be able to replay the latest
MIB and SIB messages of the emulated station and cell. Nonetheless,
replaying just the broadcast messages is not enough. In fact, the
attacker must configure the malicious base station appropriately
based on the Cell Identifier, TAI, dl_ARFCN (downlink), PRACH
Root Sequence Index and type of service.

Then, the attacker will gradually increase the signal power of
his/her station to "attract" the UEs and force them to report bogus
measurements to the network. If these false measurements even-
tually succeed in triggering a handover event, then the attacker
can cease increasing the signal power and focus on the handover
exploitation itself. Finally, the false base station should also have
the capability to normally interact with the victim UEs meaning
that it should be able to receive and respond to RACH, RRC and
NAS messages using open or closed source software.
5. Handover Exploitation. The attacker’s decision on selecting
the most convenient base station to mimic determines also the
handover cases that he/she can exploit. For instance, the choice
to mimic a legitimate LTE eNodeB limits the exploited cases to
the LTE domain for Intra/Inter Base station handovers. Of course,
a more powerful attacker could leverage more false base stations
covering multiple services and generations, thus increasing the
number of affected handover cases and the impact. Nevertheless, it
is prudent for the attacker to always pay attention to unsupported
services, since they can expose him/her to the operator.

In our work, we provide evidence that the defined cases in Sec-
tion 4.1 are vulnerable. All of them share the same security weak-
nesses; thus an attacker that adheres to the aforementioned at-
tacking methodology can potentially launch successful handover
attacks. The attacker’s main objective is to make UEs attach to
his/her malicious cell with detrimental results. The next sections
cover the vulnerabilities and the handover exploitation comprehen-
sively.

4.3 Identifying the Vulnerabilities
We next explore the handover security flaws and deficiencies based
on the specifications. Our approach is sequential, starting from the
pre-handover, concluding with post-handover weaknesses. In addi-
tion, vulnerabilities A to D are mainly inherent to the specifications,
whereas E and F are primarily operator-specific.
A. Insecure Broadcast Messages: The SIBs and MIB of a base
station that are necessary for the UEs in order to connect to the
network are broadcasted without encryption, integrity-protection,
and authentication. As a consequence, anyone with the proper
equipment can intercept and replay broadcasted traffic related to
legitimate base stations. The lack of a Public Key Infrastructure
scheme [30] that could be used to sign these messages gives the
attacker the chance to setup a false base station and exploit the
handover procedure.
B. Unverified Measurement Reports: MRs include signal infor-
mation of nearby stations. These measurements are evaluated by
the source/serving base station to determine if a handover is re-
quired. Even though the MR is an RRC message protected by the
AS security context, its content is never verified by the network.
To be precise, the source base station is unable to detect abnormal
values in the measurement report meaning that in case of false
Cell Identifiers, incorrect Tracking Area Codes, incorrect PLMNs,
unsupported services, and wrong network topology, the source
base station will still accept the MR. Consequently, a malicious
handover remains undetected during the handover decision at the
preparation phase. Furthermore, the MR lacks extra values that
could be used for security purposes, such as MIB/SIB hashes and
location coordinates.
C. Missing Cross-Validation in Preparation Phase: The prepa-
ration phase incorporates also the communication between the
source and the target base station that is needed to arrange the
handover. This can either be fulfilled through a direct channel in-
terface or through a Core Network interface. However, regardless
of the interface, the procedure lacks a cross-validation of the values
included in the MR. In fact, there is no way for the the target base
station to verify if the handover derives from itself (a legitimate
entity). Instead, the source base station immediately sends the Han-
dover Request (or Handover Required) and the target base station
goes through the process of admission control. A cross-validation
mechanism could be used to detect inconsistencies in the values
reported by the UE compared to the real values of the target base
station, mostly if extra security values are going to be included in
the MR.
D. RACH Initiation without Verification: Once the preparation
phase is completed, the source base station immediately instructs
the UE to connect to the target base station by sending the RRC
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Connection Reconfiguration message. The UE blindly initiates the
RACH procedure and attempts to send the RRC Connection Re-
configuration Complete to finalise the new attachment. These mes-
sages that belong to the execution phase can lead to malicious
attachments since the UE’s perspective of the target base station
is different from the network’s. Therefore, besides of the unsub-
stantiated measurement reports, the problem is amplified by the
fact that the network has the tendency to trust the UE without ac-
knowledgements or supervision. In addition, the RRC Connection
Reconfigurations are not designed to inform the UE that the target
base station is legitimate.
E.Missing RecoveryMechanisms: The network functions lack a
proper recoverymechanism so the UE can safely connect back to the
legitimate base station in case of a failure. When a UE is maliciously
camped, it periodically tries to reconnect to the network through
the rogue base station using the RRC Connection Reestablishment
messages, Service Requests and Attach requests. This means that
in cases of failure, the UE is not intended to validate its serving
base station. Hence, the real network can only wait for the UE
to reconnect and rely on its post-failure Radio Link Failure (RLF)
reports. On top of that, the malicious base station has the ability to
ignore, reject or forward messages to the legitimate network when
the UE attempts to reconnect.
F. Difficulty of Distinguishing Network Failures from Atta
-cks: Finally, the specifications do not include any dynamic post-
detection mechanism that would leverage the network topology, its
configurations, the UE RLF and measurement reports, missing RRC
and NAS responses and network failures (X2/Xn connection errors,
timer error, etc) in order to reveal potential malicious activities. In
fact, the network is not sufficiently designed to distinguish failures
caused by security issues from prevalent network causes. Therefore,
it incorrectly invokes regular recovery and optimization functions
(e. g. OAM) to solve security issues, which may lead to additional
damages.

5 EXPLOITING THE HANDOVER
Dependence on measurement reports and signal strength started
from the early legacy technologies with 2G and 3G [1, 10, 13],
meaning that the problem is not new and remains unmitigated.
Surprisingly, not only LTE, but also 5G is affected even though it
is considered more secure. In this section, we present our findings
regarding the handover exploitation, by illustrating how handover
attacks can take place.

5.1 Intra-Base Station Handovers
In this part we describe the general form of the Intra-Base station
attack which applies to LTE and 5G, see Figure 2. The figure also
shows the exploitedweaknesses represented in red circles according
to Section 4.3.

Initially, the UE transmits and receives traffic as normal while
being in an RRC-Connected state. Normal traffic is related to a
service that could be a voice call, data, SMS exchange, etc. The
duration in which the UE remains in the RRC-Connected state
varies and it chiefly depends on the configured RRC inactivity
timer. Furthermore, the source and target cells belong to the same
eNodeB/gNodeB. An attacker that emulates the target cell tries to

Figure 2: Intra-Handover attack

disrupt the normal traffic and execute a handover attack that will
make the UE attach to the malicious cell.

Once the MR is sent to the source cell containing false measure-
ments about the target cell, the source cell will wrongly accept it
and initiate a series of RRC Reconfiguration messages and possible
RRC Reestablishment messages to synchronization purposes as pre-
sented in steps 2 and 3. The reason behind this potentially lengthy
exchange of RRC messages is that the attack destabilizes the con-
nection and the transition from the source cell to the bogus cell
becomes turbulent. Ideally, to synchronize to a target cell in Intra-
Base station handovers, a single exchange of RRC Reconfiguration
and RRC Reconfiguration Complete messages is adequate. Finally,
the UE will disconnect from the source cell and initiate a connec-
tion to the false cell. The disconnection happens immediately after
the UE receives an RRC Reconfiguration message, which signifies
the lack of cross-validations on the network side. Then, the source
cell may notify the MME/AMF about the abnormal disconnection
of the user by sending a UE Context Release with cause "Radio
Connection with UE lost", as also shown in Figure 8. It should be
specified that in most cases the RAN network may experience a
handover T_RELOC_OVERALL timer expiry close to the moment
of disconnection too.

Thereafter, the UEwill begin the attachmentwith an RRCReestab-
lishment Request (step 5). The reestablishment cause is usually a
handoverFailure or otherCause since the UE cannot properly attach
to the rogue cell, especially through the intended RACH procedure.
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Figure 6 shows such an RRC Reestablishment Request. In this case,
an RRC Reestablishment Reject/RRC Reject (step 6) can make the
UE begin a new RRC Connection Setup (step 7) normalizing the
connection. On the side of the Core Network, the UE appears to be
deregistered in an abnormal way, therefore paging messages may
be sent from the Core Network to all available cells, in order to
locate the user. However, these messages will fail since the UE is
attached to the attacker. Once the new RRC connection is ready, the
UE attempts to quickly recover the disrupted service because of the
attack by transmitting one or multiple Service Request messages
(step 8). The attacker must reject the service (step 9), since not only
Service Accept messages are security protected and the attacker
does not possess the UE Security Context, but also he/she cannot
offer legitimate services to the users.

Moreover, considering that the attacker would want to achieve
a stable and exploitable connection with the UE, after a series of
failed service recoveries, he/she can leverage a compelling RRC
Connection Release with waitTime 1 second in order to make the
UE connect anew (step 9). Consequently, in all of our experimental
attempts, we noticed that the UE promptly reconnects with an RRC
Connection Setup and sends an NAS Attach Request to the attacker
(steps 11 and 12). The UE believes that the Attach Request will be
received by the legitimate Core Network through a legitimate base
station, but this is not the case.

Given the above steps, the attacker has two options based on
his/her goals: Either forward the Attach Request and all the follow-
ing downlink and uplink traffic in order to establish a MitM relay, or
perform a DoS attack by responding with an Attach Reject. Accord-
ing to our assessment, the UE enters into a DoS mode after a few
attach rejections without recovering. A reboot or airplane mode is
necessary, even though the UE also needs to "escape" the attacker’s
coverage. Finally, it should be mentioned that the UE-initiated mes-
sages are sent on the attacker’s side alongwith sensitive data such as
the IMSI, TMSI and UE capabilities. IMEI/PEI could also be exposed
if the UE is instructed by the malicious network to authenticate
with the equipment identifier. Therefore, user’s private information
are invaded too.

5.2 Inter-Base Station Handovers
Akin to the Intra-Base station cases, we now determine the general
form of Inter-Base station handovers on LTE and 5G, see Figure 3.
We include the S1/X2 (Intra-RAT), N2/Xn (Intra-RAT), and EPS fall-
back (Inter-RAT) handover cases. Once again, we start by having a
UE in RRC-Connected state with a normal network communication.
Nonetheless, the source and target cells now belong to different
eNodeBs/gNodeBs. Thus in this scenario, the attacker emulates the
target cell of a target eNodeB/gNodeB.

Upon receiving the fraudulent MR, the source cell checks if
the measurements meet the handover trigger threshold, then the
source eNodeB/gNodeB searches the Neighbour Cell Relation Ta-
ble with the reported PCI, and finds the target cell of the target
eNodeB/gNodeB. The source cell believes that this PCI applies to
a legitimate base station and proceeds with the handover prepara-
tion phase in step 2, however the PCI is associated with the rogue
cell from UE’s viewpoint. The general structure of the preparation

Figure 3: Inter-Handover attack

phase is very similar to the aforementioned cases, with few differ-
ences. In X2 and Xn, there is direct link of communication between
the base stations; therefore a Handover Request and a Handover
Acknowledgement are sufficient. In cases where there is no direct
link, like in S1, N2 and EPS Fallback, the traffic goes through the
MME/AMF, beginning with a Handover Required message. In any
case, the source cell tries to prepare the target cell for the han-
dover, and when ready it sends an RRC Reconfiguration message
(HO Command) to the UE to force a handover (step 3). In spite of
that, the UE disconnects from the source cell and connects to the
false cell due to the lack of verification mechanisms. Additionally,
it is possible that the source cell will send a UE Context Release
due to disconnection like in Intra-Base station handovers. Finally,
when the attack affects UE’s communication and destabilizes it, the
source cell may cancel the handover procedure during the prepara-
tion phase more than once. Once again, this is an indication that a
smooth transition might not be conceivable leaving traces behind.

Similar to Section 5.1, the UE attempts a connection to the rogue
cell with an RRC Reestablishment Request (step 5) and the attacker
responds accordingly (step 6). Next, the UE initiates an RRC Con-
nection Setup with the malicious cell to retain attachment (step 7).
In LTE, the UE also sends two to three NAS TAU Requests that are
declined by the attacker (steps 8 & 9). A rejection cause that can be
used in TAU reject messages is the "UE cannot be derived by the
network" which will force the UE to connect anew. To amplify this
result an RRC Connection Release message waitTime 1 second is a
suitable option as shown in step 10. The attacker should also reject
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any Service Requests sent by the UE, even though we did not detect
any such message during our experimentation, since any service
has been dropped by now. On the network side, a handover failure
occurs because the real target cell did not complete the intended
RACH procedure with the UE and the source cell did not receive
the UE Context Release from the target cell. Eventually, the Core
Network may transmit paging messages to locate the user who is
missing, hoping for an RLF report that will match the registered
handover failure but not until the UE reconnects to it.

Thereafter, the UE begins a new RRC connection with the rogue
cell and sends a NAS Attach Request in order to freshly register
(steps 11 and 12). Once again, the UE’s false trust has consequences
identical to Intra-Base station cases. The attacker can forward mes-
sages to establish a MitM relay or reject the attachment forcing a
DoS attack. Similarly, privacy issues are still present as the UE sends
sensitive information to the attacker during the whole process.

5.3 Special Handover Cases
Likewise, special handover cases are designed with the same se-
curity flaws. In CU-DU handover cases, the principal factor for a
transition from a source CU/DU to a target CU/DU is once again the
MR [6]. As a DU may control one or more cells and the handover
procedure remains the same, we suspect that Intra/Inter-CU and
Intra/Inter-DU handovers can be affected similar to the Intra- and
Inter-Base Station handovers presented above.

Conditional handovers [10] rely on the UE to make the decision
on which target cell it should attach to. The source base station
provides the trigger events and thresholds to the UE via the RRC
Reconfiguration message while it prepares the candidate targets for
a potential handover. If the UE discovers a trigger event and a suit-
able cell based on its measurements, then it initiates the execution
phase of the handover and establishes a connection. This means
that this process is still based on MRs and signal power, therefore
we believe that the attacks can be carried out in the same fashion
as previously. The difference here is the UE which sends an RRC
Reconfiguration Complete to the source cell right after receiving
the RRC Reconfiguration message and before disconnection.

6 EXPERIMENTATION
6.1 The Setup
As Figure 4 shows, our setup consists of computer 1 which is
the Amarisoft Callbox Classic (equipped with SDRs) [19] with the
EPC/5G Core Network and the eNodeB/gNodeB representing the le-
gitimate network. In addition, we have computer 2 with another
legitimate Amarisoft eNodeB/gNodeB using a Lenovo Thinkpad
T580 laptop with Ubuntu 20.04 and an Ettus B210 USRP [41]. The
two computers are connected in the same network via Ethernet
and their cellular interfaces are set according to Amarisoft doc-
umentation. For the UE, we used the Oneplus 6, Apple iPhone
5, Samsung S10 5G and Huawei Pro P40 5G with an Anritsu sim
card. Furthermore, the attacker’s machine comprises a Dell Latitude
E5450 laptop with Ubuntu 20.04 and an Ettus B210 USRP with a
total cost of 2k €. In our setup, the attacker can use srsLTE for
LTE cases and Amarisoft software for the LTE and 5G cases with
a Core Network and a single eNodeB/gNodeB. More details about

Figure 4: Our experimental setup

our cellular network configurations are presented in Section D of
the Appendix.

6.2 Requirements, Scenarios, Target Handovers
In our experimentation we emulated three scenarios where the UE
is in RRC-Connected state and interacts normally with the network.
The first one was a data transfer through iperf [34] as suggested by
the Amarisoft documentation, while the second one was a regular
IP Multimedia Subsystem (IMS) SIP call service and a third one
was the Short Message Service (SMS). For iperf we had to initiate
a server/receiver on the network side and a client/sender on the
UE side while the mobile data were enabled. Moreover, IMS calls
were possible through the IMS terminal by carrying out themt_call
command and SMS messages through the sms command.

We applied the above scenarios to LTE, 5G NSA and 5G SA, while
using all four smartphones for LTE, Samsung S10 and Huawei P40
for 5G NSA, and Huawei P40 for 5G SA. Unfortunately, we were
not able to experiment on Inter-RAT cases that involve 2G (GSM)
and 3G (UMTS), and on the special handover cases described in
Section 2.1, since the former would result in a very complex and
unreliable Core Network interworking that includes 2G/3G, and
the latter is not supported by any software so far.

Next, we will present our experimental details for Intra- and
Inter-Base station cases. We assume that the attacker has completed
the reconnaissance and proceeds to the actual exploitation.

6.3 Executing the Attacks
For Intra-Base station cases we used eNodeB/gNodeB 1 cell 2 as a
target while the UEwas stationed at eNodeB/gNodeB 1 cell 1 having
a normal connection. Once we configured the malicious station as
cell 2, we launched attacks based on the three distinct scenarios;
data transfer, IMS SIP call, and SMS messages. The callbox was
configured based on the Amarisoft software, while the attacker
used srsLTE and Amarisoft for LTE and only Amarisoft for 5G.
Using two different software whenever possible allowed us to have
a more accurate understanding about UE’s behavior during the
attack.

At the moment of the attack, we increased the signal power of
the false base station while the signal power of cell 1 was slightly
decreased to imitate a handover procedure. To achieve this we used
the command cell_gain. Immediately the UE, not been aware about
the presence of a false cell 2, informed cell 1 through MRs about
a strong signal coming from cell 2. Cell 1 wrongly accepted the
measurements believing that they are related to the legitimate cell 2
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and processed them. Figures 9 and 10 show examples of a malicious
MR in LTE and 5G respectively containing false power measure-
ments. Since the attack may achieve a discontinuous transition
to the false cell in many cases, multiple MRs to the network with
bogus measurements, RRC Reestablishment and Reconfiguration
messages may be exchanged before the disconnection.

Eventually, the UE was forced to disconnect from the legitimate
base station station and attached to the attacker. We configured
the attacker to respond with reject messages whenever the UE was
sending RRC Reestablishment Requests, TAU Requests or Service
Requests, while allowing RRC Connection Setup Requests. Fur-
thermore, an RRC Connection Release was used to force the UE
into sending Attach Request without fully disconnecting from the
attacker.

In the end, the UE attempted to attach to the false base station
with an Attach Request. As a consequence, not only the UEs re-
vealed sensitive information, but also there were indications of
MitM attacks. Therefore, the attacker could establish a MitM relay
between the UE and the Core Network. The way to perform this
task is to have an SDR that emulates an eNodeB/gNodeB towards
the affected UE and another SDR that emulates the UE towards the
Core Network as presented in [44]. Alternatively, the attacker can
still DoS the UE in this scenario as well by responding with NAS
Attach Rejects. We observed that after a few NAS Attach Reject
messages the UE was completely deprived of services remaining in
a DoS state.

For Inter-Base station testing, we further separated this category
into Intra-RAT and Inter-RAT handovers according to our prior
classification in Section 2.1. The setup for Intra-RAT handovers,
which consist of X2, S1, Xn and N2 types, contained the source
and the target cell that were placed on different base stations, thus
different computers. The UE was stationed in cell 1 and tried to
transition from cell 1 to cell 3. Hence, the attacker tried to abuse the
handover by emulating cell 3. Whereas for Inter-RAT handovers,
Amarisoft software allowed us to run an LTE cell 1 and 5G NR cell 2
in computer 1 without the need for computer 2 . These cells had
a separate virtual base station while an EPS fallback was possible
through handover. The attacks were executed in the same manner
as for Inter-Base station cases. Figure 11 shows the exploited EPS
fallback on the Core Network and RAN.

6.4 Traffic Variations due to Service & UE
Model

We tested the handovers on data transfer, IMS call and SMS sce-
narios and we observed varied UE behaviors. In theory, services
with causes such as mo-VoiceCall, mo-Signaling, mo-Data, mo-SMS
belong equally to a zero Access Identity (AI) which is below the
Priority Access. However, an interrupted IMS SIP call was perceived
more important by the UEs, since they immediately tried to recover
the call by quickly attaching to the false base station. During the
first RRC Setup messages (step 7 in Figures 2 and 3) UEs sent many
RRC Setup Requests with cause mo-VoiceCall, while in other cases
like data transfer with a cause mo-Data and SMS exchange with
a cause mo-SMS a more relaxed behavior was observed. Figure 7
(Appendix) shows an RRC Setup Request with mo-VoiceCall as
cause during the attack.

Table 2: Device Specifications and Results. All devices have
IMS & Internet as configured APNs.

Device Chipset OS Model Release
MitM Sus-
ceptibility

DoS Sus-
ceptibility

Huawei Huawei Android ELS-NX9 2020 High High
P40 Pro 5G Kirin 990 5G 10
One Plus 6 Snapdragon Android One Plus 2019 High High

855 10 A6000
Samsung Snapdragon Android SM-N976Q 2018 Medium High
Note 10 5G 845 10
Apple Apple A6 iOS 10 A1428 2012 Medium High
iPhone 5 (32 nm)

Likewise, through experimentation we realized that not all smart-
phones behave the same. Therefore, the attacks may not only de-
pend on the service but also on the smartphone model. The next
sections describe our equipment more thoroughly and Table 2
shows the smartphone specifications. Huawei P40 had a tendency
to quickly establish a balanced connection during the attack (on
LTE and 5G), especially in case of a voice call. Therefore, a MitM
was more effective apart from an Attacker-initiated DoS. Oneplus 6
presented similar behavior, even though it produced a few unstable
connections that made it susceptible to a UE-initiated DoS. Finally,
Samsung S10 and iPhone 5 showed more instability since in every
scenario they were more adamant to hold the connection with the
source cell.

6.5 Countermeasures
There is a plethora of research works [23, 24, 36, 38–40, 51] that
investigate the detection capabilities of the network and UE trying
to determine the best indicators that when combined will reveal the
presence of a false base station. However, these conventional detec-
tion mechanisms as mobile application or network listeners cannot
prevent handover attacks, since the UE is not capable of enforcing
security measures against malicious base station by itself and since
the attack will probably be detected after its completion. On the
contrary, the attacker can leverage these applications with his/her
malicious UE to assist his/her network reconnaissance. On the other
hand, we believe that a combination of enriched measurement re-
ports [4, 8, 11, 37] by placing the detection at the preparation phase
of the handover, Public Key Infrastructure to sign the broadcast
messages [49] and encrypted system queries (they reveal if the
current base station possesses the AS Security Context proving its
legitimacy) [4] before every reconnection attempt constitute for a
resilient handover procedure.

6.6 Ethical Considerations
Our experiments were carried out in an isolated environment with-
out affecting other users, legitimate services, or real operators. Also
due to the pandemic, the surrounding areas were empty, while the
experimentation range was confined within 10 meters.

7 IMPACT OF THE ATTACK
The presented handover attacks can impact both the UE and the
network. We elaborate on their impact as follows.
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7.1 Impact on the UE
UE’s inability to recognize a malicious from a genuine network,
insecure broadcast messages and the unverified MRs give the at-
tacker the chance to exploit the handover procedure. Taking this
into account, the attacker has two options; either let the messages
fail or respond with reject messages to DoS the user, or forward
the messages to the real network to establish a MitM relay.

In the former case, the attacker can lock the UE in a complete
DoS state while it will remain camped at the false cell. As a conse-
quence, the user will lose its connection to the network and any
available service (calls, internet connection, etc). Moreover, through
the several attempts to recover the connection and due to state
transitions (from Registered to Deregistered and vice versa, from
RRC-Connected to RRC-Idle/Inactive and vice versa), its battery
life will drain and its power consumption will increase.

On the other hand, the harmful effects of a MitM relay, in which
UE traffic could be monitored and altered, has already been ex-
amined by past works. A MitM can lead to loss of confidentiality,
integrity and to information leakage. For instance, an attacker may
launch additional attacks by downgrading to a vulnerable 2G/3G
connection or leveraging unprotected RRC and NAS messages to
get sensitive data (e. g., IMSI, IMEI) as in [31, 35, 42]. Furthermore,
modifyingmessages andmanipulating the user-plane traffic [43, 44]
might also be possible after UE reattachment to the genuine net-
work. Of course, all these scenarios require the attacker to be able
to sufficiently reach the UE while it moves and to have sufficient
time to execute them.

It should also be noted that the attacker does not possess neither
the AS nor the NAS Security Context, thus he/she cannot repli-
cate legitimate services. Eventually, the UE will reattach to the
network as normal and send an RLF report including the spoofed
eNodeB/gNodeB IDs that caused the failure. Nevertheless, we con-
sider handover attacks a highly critical security concern that may
also have evident impact on the network as the next section ex-
plains.

7.2 Impact on the Network
The UE is not the only entity affected by the attacks, the impact
is substantial for the network as well. The network wastes its re-
sources if a malicious base station triggers a handover, because the
UE will attach to the false base station and the network will wait
for acknowledgement responses. Eventually, the timers will expire
and the whole preparation will be rendered futile.

The ANR and the PCI optimization functions in LTE [16] are also
impacted according to [46]. In the case of a handover attack, the
genuine base station will be forced to search and get X2/Xn IPs in
order to establish redundant X2/Xn connections between base sta-
tions, resulting in flooding scenarios that may lead to performance
degradation.

In addition, the malignant use of PCIs that already exist will
result in PCI collisions and confusions, and consequently to incor-
rect handovers and cell outages. Erroneous handovers not only can
disrupt the network equilibrium at the moment of the attack, but
may also have lasting effects for the afflicted base station. A base
station that has a handover success rate lower than 95% may be

disconnected (and blacklisted) from the network until it is recov-
ered [46, 50]. Cell outages are possible because the PCI optimization
procedure will be invoked to reboot the affected base station in
order to renew its PCI. Similar functionalities can be observed in
5G networks [9, 12] which may introduce issues depending on the
implementation.

7.3 Further Discussion
We report on further important details based on our experimenta-
tion.

Are forced/blind handovers affected by handover attacks?
Forced/Blind handovers are used when the network needs to move
the UE from one cell to another immediately without the use of
an MR. Even though an attacker cannot manipulate this handover
directly due to MR absence, he/she might block this handover from
happening in the first place. According to our experiments, if the
attacker’s signal power is high enough even milliseconds before
the handover takes place, he/she can impose malicious attachment
causing handover failures on the network side. The results of such
an attack could be similar to the typical handover cases. We were
able to replicate the blind handovers by having the Intra-Base sta-
tion setup as described earlier and by using handover command on
the Amarisoft eNodeB/gNodeB terminal.

Does the UE fail to connect to the malicious base station
during the initial HO RACH? Synchronization and successful
RACH procedure are vital components of the handovers. Other-
wise, the UE will not attach appropriately to its new base station
or cell leading to errors. The attacker cannot offer the required
smooth transition during the attack, even though he/she emulates
the legitimate base station as precisely as possible. Nonetheless, we
noticed that this issue does not affect the attack considerably, since
the UE will still try to communicate and attach to the false cell. The
attacker can DoS or perform MitM in most cases regardless of this
initial abnormality.

Is there any real-time detection mechanism? Attachment
to the malicious base station is not always as smooth as it is pre-
sented in theory. A handover attack may succeed but it is also likely
to fail and most importantly leave traces related to abnormal traffic.
One example is when the UE exchanges multiple RRC Reconfigura-
tion messages with the source base station before disconnection. A
detection mechanism placed in the RAN network can easily evalu-
ate the traffic and easily identify inconsistencies (handover failures,
timer expiration, unnecessary messages, etc), especially with the
use of machine learning models. In addition, each eNodeB/gNodeB
holds a record of temporary identifiers for each UE with the form:
{𝑅𝐴𝑁_𝑈𝐸 𝑁𝐺𝐴𝑃 𝐼𝐷 , 𝐴𝑀𝐹_𝑈𝐸 𝑁𝐺𝐴𝑃 𝐼𝐷 , 𝐶𝑒𝑙𝑙 𝐼𝐷 , 𝑅𝑁𝑇𝐼 } in 5G
and {𝑒𝑁𝐵_𝑈𝐸 𝑁𝐺𝐴𝑃 𝐼𝐷 ,𝑀𝑀𝐸_𝑈𝐸 𝑁𝐺𝐴𝑃 𝐼𝐷 ,𝐶𝑒𝑙𝑙 𝐼𝐷 , 𝑅𝑁𝑇𝐼 } in
LTE. We noticed that during an attack the list of records can be
abused containing inconsistent values, short ID lifetimes and un-
necessary records related to the affected UE due to traffic instability.

8 RELATEDWORK
We have repeatedly witnessed serious vulnerabilities that affect
5G’s predecessors [27, 31, 42, 44, 45], but also 5G itself [20, 47],
even though its security baseline is more robust. Security flaws
have been uncovered regarding various network components, such
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Table 3: Overview of rogue base station attacks in academic literature.

Reference Focus Results/Impact Generations Year
Our Handover Attacks General/Multiple Handover Procedures MitM, DoS, Information Disclosure 2G-5G 2021
Shaik et al. [46] X2 Handover Procedure DoS 4G 2018
Rupprecht et al. [43, 44] Layer-Two Protocols, User-Plane Exploitation Privacy and Confidentiality issues, MitM 4G 2019/20
Borgaonkar et al. [21] AKA hijacking Privacy issues (User Localization) 3G-5G 2019
Shaik et al. [47] Device Capabilities Privacy issues (Device Identification), 4G-5G 2019

Service Downgrade, Battery Draining
Hussain et al. [32] Paging Procedure Privacy issues, IMSI Cracking 4G-5G 2019
Hussain et al. [33] RRC and NAS Protocols, Paging Procedure Service Downgrade, DoS, MitM, User Tracking, 5G 2019

Battery Draining
Kim et al. [35] RRC and NAS messages Privacy issues, DoS, MitM 4G 2019
Chlosta et al. [22] Attach Procedure, Cryptogr. Misconfigurations MitM, Impersonation 4G 2019
Hussain et al. [31] Attach, Detach and Paging Procedures Privacy issues, DoS, MitM 4G 2018
Shaik et al. [45] Attach and TAU Procedures, Passive sniffing, Privacy issues (User Localization), 4G 2016

Active Sniffing (MR and RLF) MitM, DoS, Service Downgrade

as the authentication mechanism [21], the unprotected RRC and
NAS messages [35], the insecure roaming protocols (e. g., Diameter
and SS7) [29] and the unencrypted sensitive information (IMSI,
IMEI, etc.) [24, 39]. Therefore, the system is vulnerable to an ex-
tensive number of attacks that can range from passive network
scanning and IMSI catching to active exploitation. Furthermore, the
capability of the attacker to setup false base stations using inexpen-
sive hardware [45], transmit at cellular radio frequencies, replay
legitimate broadcast messages, and interfere with unprotected cel-
lular procedures makes it easier to discover and exploit weaknesses.
Yang et al. [52] investigated the physical-layer exploitation of the
pre-authentication traffic on LTE using mainly injections and sig-
nal overshadowing. For handover specifically, [46] and [8] have
reported some elementary results on handover attacks indicating
that an attacker can take advantage of the unverified measurement
reports on X2 and Xn handover cases, respectively. Proper key man-
agement has been explored [28], but it remains inadequate since
our proposed attacks circumvent LTE’s and 5G’s encryption and
integrity-protection altogether like in the measurement report.

Table 3 presents false base station attacks, their focus and impact
in the related academic work.

9 CONCLUSION
In this paper, we presented the attack methodology and the detailed
steps for cellular handover exploitation. We identified the main
security flaws related to the handover procedure which affect all
generations and cases. We emphasize on the implications of the
unverified measurement reports and insecure broadcast messages
explicating the impact on both the UE and network. Finally, through
ameticulous experimentationwewere able to verify that DoS, MitM
and information leakage are possible by using both open source
and closed source software.
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ACRONYMS
3GPP 3rd Generation Partnership Project
5G 5th Generation
AS Access Stratum
AKA Authentication and Key Agreement
AMF Access and Mobility Management Function
ANR Automatic Neighbor Relation
ARFCN Absolute Radio Frequency Channel Number
BSS Base Station Subsystem
CHO Conditional Handover
CU Centralized Unit
DoS Denial-Of-Service
DU Distributed Unit
eNodeB Evolved NodeB
EPS Evolved Packet System
gNodeB Next Generation NodeB
GSM Global System for Mobile Communications
GSMA GSM Association
IMEI International Mobile Equipment Identity
IMS IP Multimedia Subsystem
IMSI International Mobile Subscriber Identity
LTE Long Term Evolution
MCC Mobile Country Code
MIB Master Information Block
MitM Man-In-The-Middle
MME Mobility and Management Entity
MNC Mobile Network Code
MR Measurement Report
MSC Mobile Switching Center
NAS Non-Access Stratum
NGAP NG Application Protocol
OAM Operations, Administration and Management
PCI Physical Cell Identifier
PEI Permanent Equipment Identifier
PLMN Public Land Mobile Network
PRACH Physical Random Access Channel
RACH Random Access Channel
RAN Radio Access Network
RAT Radio Access Technology
RLF Radio Link Failure
RNC Radio Network Controller
RNTI Radio Network Temporary Identifier
RRC Radio Resource Control
RSRP Reference Signal Received Power
RSRQ Reference Signal Received Quality
RSSI Received Signal Strength Indicator
SDR Software-Defined Radio
SGSN Serving GPRS Support Node
SGW Serving Gateway
SIB System Information Block
SINR Signal-to-Interference-plus-Noise Ratio
SIP Session Initiation Protocol

SMF Session Management Function
SMS Short Message Service
SON Self-Organizing Networks
SRVCC Single Radio Voice Call Continuity
TAC Tracking Area Code
TAI Tracking Area Identity
TAU Tracking Area Update
UE User Equipment
UMTS Universal Mobile Telecommunications System
UPF User Plane Function

A Trigger Events in LTE and 5G
3GPP specifications [2, 7] specify the following event types defined
for LTE and 5G NR:
A1: when Serving Cell becomes better than the threshold.
A2: when Serving Cell becomes worse than the threshold.
A3: when neighboring Cell becomes offset better than the Special

Cell.
A4: when neighboring Cell becomes better than the threshold.
A5: when the Special Cell becomes worse than 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑1 and

the neighboring becomes better than 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑2.
A6: when neighboring Cell becomes offset better than Secondary

Cell.
B1: when Inter-RAT neighboring Cell becomes better than the

threshold.
B2: when Primary Serving Cell becomes worse than 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑1

and Inter-RAT neighboring Cell becomes better than 𝑡ℎ𝑟𝑒𝑠-
ℎ𝑜𝑙𝑑2.

By closely observing the events above, we can categorize them
accordingly. A1-A6 events are Intra-RAT events and B1-B2 events
are Inter-RAT Events. The terms Intra-RAT and Inter-RAT are ex-
plained in Section 2.1.

B Handover Failures
Incorrect HO parameter settings can negatively affect user experi-
ence and waste network resources by causing handover ping-pongs,
handover failures and RLFs. One example is the incorrect setting
of handover hysteresis, which may results in ping-pongs or exces-
sively delayed handovers to a target cell. Therefore, we need to
optimize the handover mechanism to curtail unnecessary or missed
handovers [48, 53].

Most problems associated with handover failures or sub-optimal
system performance can ultimately be categorized, as either too-
early or too-late triggering of the handover, provided that the re-
quired fundamental network RF coverage exists. Thus, poor hando-
ver-related performance can generally be categorized by the fol-
lowing events [50]:

(1) Intra-RAT late handover triggering
(2) Intra-RAT early handover triggering
(3) Intra-RAT handover to an incorrect cell
(4) Inter-RAT too late handover
(5) Inter-RAT unnecessary handover
The UE is programmed to send RLF reports when it is connected

back to the network after a failure. To initiate this connection,
it sends the RRC Reestablishment request to the best available

https://doi.org/10.1186/1687-1499-2013-27
https://doi.org/10.1186/1687-1499-2013-27
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base station. In terms of security it is crucial that the network
distinguishes failures related to the above events from failures
related to attacks.

C False Base Station Signal Power and
Detection

In our attacks we tried to use the least signal power possible in
order to trigger an event while at the same time being careful about
the safety of our equipment. It is of paramount importance for the
attacker to achieve enough cell gain to have significant chances
in triggering an event. Ideally, attacker’s signal should be scaled
as excellent achieving at least −70 dBm for RSSI in 2G/3G and
−80 dBm for RSRP in 4G. Equivalent signal strength is required
for the SS-RSRP in 5G. Additionally, a linear amplifier could make
attacker’s signal more robust. Nevertheless, unusual signal power
that deviates from normal base station transmissions in the cellu-
lar environment may be used by the operator to detect an attack.
Therefore, maximum signal power can expose the attacker, even
though he/she may imitate legitimate base station as accurately
as possible. Of course, we take into account that the attacker con-
stantly monitors the network for alterations in frequencies, cell
identifiers, supported services and other parameters, and immedi-
ately adapt reconfiguring the malicious station. Using outdated or
invalid parameters may make him/her even more susceptible to
detection, since the operator can easily discover misconfigurations
through MRs, RLF reports, network errors, etc.

D Cellular Network Configurations
We configured the network to use the testing PLMN which is
00101. The eNodeB/gNodeB in computer 1 has the 𝑒𝑛𝑏/𝑔𝑛𝑏_𝑖𝑑 =

0𝑥1𝐴2𝐷0 and 𝑡𝑎𝑐 = 0𝑥0001. Its cell 1 has the 𝑐𝑒𝑙𝑙_𝑖𝑑 = 0𝑥01,
𝑛_𝑖𝑑_𝑐𝑒𝑙𝑙 = 1 (Physical Cell Id), 𝑟𝑜𝑜𝑡_𝑠𝑒𝑞_𝑖𝑛𝑑𝑒𝑥 = 204. Its cell
2 has the 𝑐𝑒𝑙𝑙_𝑖𝑑 = 0𝑥02, 𝑛_𝑖𝑑_𝑐𝑒𝑙𝑙 = 2, 𝑟𝑜𝑜𝑡_𝑠𝑒𝑞_𝑖𝑛𝑑𝑒𝑥 = 28. In
5G, we kept the Physical Cell IDs with their default configurations,
meaning that cell 1 and 2 had 𝑛_𝑖𝑑_𝑐𝑒𝑙𝑙 = 500 and 𝑛_𝑖𝑑_𝑐𝑒𝑙𝑙 = 501
respectively.

For the eNodeB/gNodeB in computer 2 we have the 𝑒𝑛𝑏/𝑔𝑛𝑏_𝑖𝑑
= 0𝑥1𝐴2𝐷1 and 𝑡𝑎𝑐 = 0𝑥0002. Its cell 3 has a 𝑐𝑒𝑙𝑙_𝑖𝑑 = 0𝑥03,
𝑛_𝑖𝑑_𝑐𝑒𝑙𝑙 = 3 (Physical Cell Id), 𝑟𝑜𝑜𝑡_𝑠𝑒𝑞_𝑖𝑛𝑑𝑒𝑥 = 202. Its cell 4
has the 𝑐𝑒𝑙𝑙_𝑖𝑑 = 0𝑥04, 𝑛_𝑖𝑑_𝑐𝑒𝑙𝑙 = 4, 𝑟𝑜𝑜𝑡_𝑠𝑒𝑞_𝑖𝑛𝑑𝑒𝑥 = 29. Like-
wise in 5G, cell 3 and 4 had 𝑛_𝑖𝑑_𝑐𝑒𝑙𝑙 = 502 and 𝑛_𝑖𝑑_𝑐𝑒𝑙𝑙 = 503
respectively.

In addition, for LTE we used band 3 and band 7 based on the
Frequency Division Duplex (FDD) which are 𝐴𝑅𝐹𝐶𝑁 = 1575 and
3100 respectively for the downlink. Whereas for 5G, we used Time
Division Duplex (TDD) with a downlink 𝐴𝑅𝐹𝐶𝑁 = 40620 which is
band 41 (used for 5G NSA), and with a downlink 𝐴𝑅𝐹𝐶𝑁 = 627300
which is band 𝑛78 (used for 5G SA). Regarding the transmission
features in our experiments, we utilized the Single-Input-Single-
Output (SISO) and Multiple-Input-Multiple-Output 2x2 (MIMO 2x2)
technologies.

Next, we had to also configure two Access Point Names (APNs)
in order for the UEs to have full services; the Internet APN and
the IMS APN. Table 2 shows more information about the utilized
devices.

Figure 5: Handover Interface Decision flow, as executed by
the source base station.

Figure 6: 5G RRC Reestablishment Request

Finally, our basic measurement configurations for LTE and NR
cells were mostly defined as follows:

meas_config_desc: [
a1_report_type: "rsrp",
a1_rsrp: -70,
a1_hysteresis: 10,
a1_time_to_trigger: 320,
a2_report_type: "rsrp",
a2_rsrp: -80,
a2_hysteresis: 0,
a2_time_to_trigger: 640,
a3_report_type: "rsrp",
a3_offset: 6,
a3_hysteresis: 0,
a3_time_to_trigger: 256,
rsrp_filter_coeff: 3,
nr_b1_report_type: "rsrp",
nr_b1_rsrp: -119,
nr_b1_hysteresis: 10,
nr_b1_time_to_trigger: 480,
nr_rsrp_filter_coeff: 3 ]
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Figure 7: 5G RRC Setup Request

Figure 8: UE context release due to UE disconnection

Figure 9: Malicious LTE Measurement Report

Figure 10: Malicious 5G Measurement Report with high sig-
nal power
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Figure 11: Abusing EPS fallback (Inter-Base station)
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