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Abstract—Navigation services based on Global Navigation
Satellite Systems (GNSS) are essential for a wide range of global
applications, including ensuring the safety of aerial vehicles.
However, these GNSS signals (e. g., civilian GPS) are vulnerable
to jamming and spoofing attacks. To mitigate such threats,
we propose GridNet, a vision-based deep-learning technique to
counter GPS jamming and spoofing attacks on aerial vehicles.
GridNet uses visual devices (e.g., cameras) to determine geolo-
cation during such attacks by extracting geolocation from aerial
photos via a pre-trained neural network model. This non-invasive
approach does not modify existing GPS infrastructure, merely
relying on real-time visual data. Unlike other methods that focus
solely on attack detection, GridNet provides a countermeasure,
calculating geolocation data without GPS. We analyze the po-
tential applications and discuss the performance in different
flight environments. Experimental results show that GridNet
can extract geolocation data from real aerial photos, achieving
nearly 93% spoofing detection accuracy with a minimum average
geolocation error of 7.33 meters within 4ms on a ground station
server and 2.7ms on a typical UAYV, respectively, offering a
practical anti-spoofing solution.

Index Terms—Aircraft and drone security, GPS spoofing at-
tacks, GPS jamming attacks, deep learning, CycleGAN.

I. INTRODUCTION

Satellite-based navigation has become indispensable in
modern aviation due to its critical role in ensuring safety,
efficiency, and reliability. Global Positioning System (GPS),
the most well-known and the first GNSS system, is widely
used as the primary means of acquiring accurate positioning
data and navigation information. It has allowed civilian users
to receive a non-degraded signal globally since 2000 [1]. Since
then, the aviation industry has relied strongly on GPS signals
for positioning, navigation, and timing (PNT) services.

However, GPS signals are highly vulnerable to spoofing and
jamming, even with low-cost commercial off-the-shelf (COTS)
SDRs such as a HackRF One [2]. GPS jamming attacks try
to block legitimate GPS signals or interfere with the target
victims to prevent them from receiving the signals from the
GPS satellites. GPS spoofing attacks send similar and more
powerful but counterfeit GPS signals to manipulate victims’
localization. Media reports concerning GPS attacks in aviation
include the well-known Iran-U.S. RQ-170 incident, where an
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American UAV was captured by Iranian forces near the city
of Kashmar in 2011 due to jamming satellite signals, followed
by a GPS spoofing attack [3]. One accidental jamming attack
near Newark Airport, New Jersey [4], and a spoofing attack
close to Kremlin, Moscow [5], were reported in 2012 and
2016, respectively. Those publicly known events reveal that
GPS attacks are no longer just theoretically feasible but are
happening in reality.

While cryptographic authentication methods [6] can miti-
gate GPS spoofing, they typically require hardware modifica-
tions to the receiver and cannot counter jamming attacks that
deny access to signals entirely. GPS navigation recovery is in-
feasible when attackers can null or jam the authentic signals to
the point where they are unrecoverable. Furthermore, in GPS-
denied areas (e. g., military zones, valleys, and urban canyons),
getting authentic GPS signals is almost impracticable, let alone
recovering them. Alternative navigation systems relying on
optical flow or inertial sensors often suffer from reliability
and accuracy issues, particularly over long durations [7].

Recently, vision-based navigation has gained increasing
attention as a promising alternative. However, researchers still
encounter several practical challenges. First, aerial images
of the target area may be unavailable for training purposes.
This leads to a lack of sufficient data on target operating
airspaces to train neural network classifiers. Unlike satellite
images that provide global coverage, aerial photos typically
do not achieve large-scale coverage (e. g., city-level), at least
they are not publicly available. Second, although both aerial
and satellite images are known as remotely sensed images,
the two techniques for creating images differ. Essentially,
satellite images generally cover a much wider area, whereas
aerial photos are taken at a lower altitude, and thus cover
a smaller area. In addition, different photography equipment
configurations also have a great impact on photos. Such factors
lead to fundamental differences between satellite images and
aerial photos in features such as resolution, rotation, angle, and
color features (e.g., hue, saturation, and brightness). Third,
compared with satellite images that may have been captured
years ago, aerial images are taken in real time. As a result,
transient phenomena, such as seasonal vegetation, weather,
people, vehicles, and light, vary greatly at different times.
These variations should not be considered as a basis for
localization. Finally, deep neural networks have achieved great



success in image classi cation tasks; however, how to propeiuropean Union's Galileo. Due to the lack of signal encryption
balance the trade-off between model accuracy and complexityd authentication in civilian systems, GNSS signals are
and carry it out in a timely fashion on a resource-constrainedInerable to attacks such as jamming and spoo ng. Jamming
UAV platform remains an open problem. involves transmitting interference signals to block or distort
Therefore, there is a critical need for a robust visioneNSS signals, causing receivers to lose lock on satellite trans-
based anti-spoo ng system that does not require accessni@sions. For instance, GPS signals are weak (approx. -160
live GPS signals. In response to these challenges, we desi@Ww [9]), making them susceptible to noise-based disruption,
and implementGridNet, a technique that allows a camerawhich may lead to UAV crashes [10]. Spoo ng, by contrast,
equipped UAV to (1) detect spoo ng attacks based on aerigvolves broadcasting fake signals that mimic GNSS signals
photos and (2) determine its location in the absence af higher power levels, causing receivers to calculate incorrect
(legitimate) GPS signals. Our approach is inherently resistasitions [11], [12]. Hybrid attacks combine jamming and
to attacks on wireless signals. By dividing the target arespoo ng, making them harder to defend against.
into a grid structure composed of rectangular cells, each )
individual grid unit is referred to as a “grid cell”. Our keyB- Countermeasures against GNSS Attacks
idea is to exploit robust deep learning visual features in aerialTraditional countermeasures, named GNSS Electronic Pro-
images taken by an onboard camera to locate the aircraft.téction Measures (EPM), operate in time, frequency, and spa-
essence, GridNet leverages the natural features (e.g., rivéied,domains [13]. Cryptographic protection of navigation mes-
roads, buildings, etc.) of the landmarks on the earth asdges can mitigate spoo ng but has high overhead and does not
maps them with a specic grid cell on a speci ed satellitgprevent replay attacks [14]. Non-cryptographic methods, such
map to geolocation (i.e., latitude, longitude). This approaas hardware-assisted solutions [15] and crowdsourcing-based
maintains high performance even when the aerial imagdstection [16], require additional hardware or cooperation
of the target area are lacking. In addition, we adopt Cycfeom multiple participants, and they only detect spoo ng
Generative Adversarial Network (CycleGAN) [8] to mitigatewithout recovering geolocation information. More details can
the challenge of the difference between aerial and satellie found in [13], [17]. Due to the wide variety of UAV
images. Meanwhile, to address the challenge of deployingpdels and lack of production standards, scalable and easily
models on resource-constrained UAV platforms, we designadaptable spoo ng detection methods are needed. We propose
balanced trade-off between model accuracy and computatioaavision-based approach without relying on GPS signals,
complexity. The experimental results of the real scenartbereby simplifying the system's creation and implementation.
show that the accuracy, precision, recall, and F1 score of
GridNet under various challenging conditions all surpass 90%s; Prior Work
demonstrating its practicality for real-world applications. The UAVs depend on vulnerable civilian GPS for navigation,
main contributions of our paper are as follows: making them prone to spoo ng and jamming. For example,
To our knowledge, this is the rst work that employsin urban environments, GPS performance deteriorates due
GAN-based methods to derive geolocation solely from UA{0 occlusion and interference, especially in urban canyons.
images. This strategy circumvents the need to collect aeffgpuntermeasures are typically classi ed into signal-based and
training images from the target geographic area. out-of-band methods.
We design a lightweight, deployable on-board anti-spoo ng Signal-based methods, like cryptographic techniques [18],
System for UAVS, achieving a balanced trade-off betweé’uthenticate GPS SignaIS but remain vulnerable to replay at-
model accuracy and computational ef ciency. tacks [14], and need infrastructure upgrades. Alternative signal

GridNet is a standalone localization system and is a potedlomaly detection approaches, while theoretically effective,
tial alternative to GNSS. We analyze its localization errdgfemand specialized instruments that are unsuitable for UAVs.

through theory and experiments. The experiments show thafout-of-band techniques use environmental and system in-
we achieve an average localization error ranging from 7 f@rmation to cross-validate navigation data. Visual information

36 meters, depending on ight setting and grid resolution[19], optical ow [20], and IMU [21], provide extra sources for
The code and models are publicly available at httpsqﬁteCt'O”- IMU—.based 'method.s utl!lze raw measurements for
githubicom/Goldgaruda/GridNet. dnft-p_rone relat|v_e posmon_ estlmatlpn [21], but Io§e accuracy

over time due to integral drift [22]. Visual sensors like cameras
Il. PRELIMINARIES AND RELATED WORK assist UAVs in maneuvering and providing real-time video

This section provides background on GNSS attacks afffds. Early optical ow-based methods lacked precision [23],

countermeasures, prior work, and key techniques for GridNafld feature matching methods like SIFT and ORB failed due
to viewpoint differences [24]. Recent deep learning methods

A. GNSS Overview and Security Challenges are robust but require maps [13], [25]. Our mapless GridNet

Global Navigation Satellite Systems (GNSSs) refer to sat@letects spoo ng and jamming attacks using one input without
lite constellations that emit signals from space and send PXTaps, providing real-time use on resource-limited vehicles.
data to ground-based receivers. Widely used GNSSs includemparisons with recent vision-based deep learning methods
the U.S. GPS, Russia's GLONASS, China's BeiDou, and ttee summarized in Table VI.
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D. Key Techniques for GridNet

Deep Neural Networks (DNNs), particularly CNNs have
revolutionized computer vision (CV). CNNs enables auto-
matic feature extraction from raw pixel data, achieving break-
throughs in CV tasks [26]-[28]. In this work, we adopt a
vision-based deep learning approach to counter jamming and
spoo ng threats in aviation. We employ CNN-based DNNs
within GridNet for aerial image classi cation due to their
independence from prior knowledge and human intervention.

To address the domain shift between UAV and satellite
imagery, we adopt CycleGAN [8], an unsupervised imageig. 1: Overview of GridNet of ine phase. The top part shows
translation model that learns without paired samples aad input aerial photo transferred to satellite-like images using
supports domain adaptation. It transfers input images into therained CycleGAN. The bottom part exhibits satellite images
target style and is widely used in satellite image enhancemegiissi ed into a corresponding grid by a deep neural network.
In this paper, we use CycleGAN to map UAV aerial photos to
satellite-style images, effectively bridging the domain gap.
airspace to assist with navigation. To achieve this, the key
idea is to geolocate the UAV without relying on GPS signals,

We assume a strong adversary capable of launching thigich may have been completely compromised by attackers.
kinds of GPS attacks: (i) jamming attacks, (ii) spoo ng

attacks, and (iii) hybrid attacks. All attacks can be achieved pesign Overview of GridNet
with purpose-built hardware (i.e., GPS satellite simula- ) ) ) ]
tors), using general-purpose Universal Software Radio Pe-1n€ GridNet system consists of a UAV equipped with at
ripherals (USRPs) [29] and corresponding software packad@’%‘St one visual sensor, a ground_ _statlon, and communlcatl_on
(e.g., gps-sdr-sim ), or even cheap SDR hardware p|atg:hannels between them. In addition, there are three major
forms [30]. In all cases, ampli ers will be needed. We mak&omponents: a CycleGAN, a deep neural network classi er,
the standard assumption [6] of an attacker being able to jaﬁﬂd a location extraction module (as explained in Sec. I\(—B)
and spoof GPS signals that affect the victim's capability t§Stalled on the UAV or the ground controller, depending
acquire legitimate GPS signals and its capability to determif the setup (installing them on the UAV makes GridNet
its real-time location. The number of attackers may range froffiépendent of an active communication channel between the
a single adversary to multiple collaborating adversaries wi¥V and the ground station).
can conduct complex and exible attacks. More importantly, In practice, the proposed method can be divided into an
we consider the extreme case that the authentic GPS sigrfl§ie phase for training and an online phase for operations.
are completely compromised and cannot be recovered by &/fyine Phase. In the ofine phase (see Fig. 1), we train
signal-based method. a CycleGAN using unpaired aerial photographs and satellite
Furthermore, we assume that the attacker is able to not ofiljages to translate aerial photos into satellite-style images.
jam the GPS signals but also jam the communication chaRaese translated images are then used to train a classier
nel (e.g., OFDM and WiFi) between the UAV and the grountpr satellite image classi cation tasks. The training process
station (e.g., by a drone jamming gun or a drone defende?f. CycleGAN is the same as [8] and is not elaborated here.
As a result, typical existing communication channels betwedfis technique is useful for operating areas where no aerial
the UAV and the ground station may be cut off. pictures are available for training and where no satellite map
We restrict the attacker's capabilities with respect to thé needed/required during the online/execution phase.
knowledge about the used ML models: we assume that t@line Phase.During the online phase, the UAV operates
attacker does neither have access to the neural network cifisan unvisited area where satellite imagery is available. The
si er/model used in GridNet nor to the used parameterslassier and CycleGAN, trained during the of ine phase, can
For example, the Fast Gradient Sign Method (FGSM) [38je deployed either on the ground station—as an alternative
can mislead geolocation predictions by adding imperceptifie GPS-based localization in the absence of GPS attacks—
perturbations to aerial photos. We also assume that the attagkeron the UAV's onboard computer (OBC) to counteract
is notable to arti cially make topographic changes (e. g., highGPS attacks. The advantage of an on-board deployment on
way alignment, river ows, building layout) of the operatingthe UAV is the independence of the UAV's operation from

Ill. ADVERSARY MODEL

area during the ight planning and operation. a possibly jammed communication channel. The live aerial
photos or the frames extracted from the video taken by the
IV. GRIDNET APPROACH UAV are transferred to satellite images using CycleGAN and

We propose GridNet to detect GPS spoo ng attacks dhen fed to a pre-trained classi er and a location extraction
UAVs and to recover the UAV's physical location under sucmodule to obtain the geolocation information (see Fig. 2).
attacks. Moreover, GridNet can also operate in GPS-deni€de extracted geolocation can then be cross-checked with the



Fig. 2: Overview of GridNet online phase.

calculated geolocation from GPS signals (under spoo ng) objective of CycleGAN in GridNet is to learn a mapping func-
assist navigation (under jamming). tion between two domain& (i. e., aerial photos) anB (i.e.,
Once the communication link between the UAV and theatellite images) given unpaired training samglesgly; 2 A
ground station is disrupted by an attacker, the on-board modeid fy; gj""zl 2 B. The CycleGAN model consists of two
is activated. By using the geolocation extraction function, theappings:Gag : A'! B andGga : B ! A. Besides,
victim may move to safe airspace or return home. Many UAWiscriminator Dag iS proposed to discriminate betweegn
will land directly by default once the GPS signals are lost, arhd Gag (X). Conversely, discriminatoDga distinguishes
there is often no backup navigation for UAVs. As a result, areal aerial photox from A and generated fake aerial photos
attacker can easily capture a UAV by cutting off the GPSga (Y).
signals—a special attack that GridNet is designed to mitigate.We apply the CycleGAN loss function [8]:

L=Lae (Gag:;Das;AB) 1)

B. Detailed Components of GridNet
+ Lga (Gga;Dga;B;A)+ Leyc (Gag:Gga);

1) CycleGAN Domain Transfer from Aerial Photos to
Satellite Images As mentioned earlier, the core objective ofvhereLag andLga are two adversarial losses [34] of map-
GridNet is to train a classi er that can later be used to extraBtng functions, namelyGag : A! B andGga : B! A,
a UAV's geolocation. In general, training a high-performanciespectively.L ¢y is the cycle consistency loss [8], which
classi er is a well-established process. However, in real-lifguarantees that the generated outputimage is actually a version
scenarios, the aerial photos captured by UAVs that would the input image. is the control parameter of the relative
be needed for training the classier are often unavailabigportance of cycle consistency loss and adversarial losses,
beforehand. It is, in contrast, easy to get satellite images of tBich is determined by a joint Bayesian optimization on
target area in advance. Nevertheless, if we train our classi Barameters in [35], [36].
using training data solely on satellite images (i. e., the sourceThe aim is to solve the following equation:
domain) and then use the classi er to do classi cation tasks fObAB Gea =arg mm max L (Gas ;Gga ;Das ;Dga); (2)
aerial photos (i.e., the target domain), it will inevitably lead Gas :Gea
to degraded performance. The root cause is that the trainipgich is a min-max optimization function where the genera-
data and the test data are not in the same feature space, t8f@& wants to minimize the objective function, whereas the
thus have different distributions. discriminatorD tries to maximize it. By optimizing the above

Previous methods, such as [32], [33], primarily focus ofunction, we can nally use the generat@pug to transfer the
learning image-to-image mappings from aligned training imeal-time aerial photos to satellite images, which are fed to the
age pairs. However, in the context of UAVs, acquiring aeriglassi er afterward.
imagery of the target area beforehand is often infeasible. More-2) Grid Classi cation by Deep Learning We pursue grid
over, paired satellite-aerial images of a target area required &hissi cation for localization in three steps.
supervised training are typically unavailable. First, we de ne anoperating areafor the UAV and extract

To address this challenge, we employ CycleGAN to bridghe target satellite images from public resources such as
the domain gap between aerial photos and satellite images. Bwogle Earth, Google Maps, NASA WorldWind, or Mapbox.



+ (lone lons) + (lone lons)
2m

The operating area can be de ned broadly, as it is better to long = long m X 3)
overestimate than to underestimate the area; it will, however, latg = lat, (2ls fte) (12 lale) .
be limited by the coverage range of the UAV.

Second, we divide the satellite map of the operating arealo locate the grid cell from aerial photos taken by aircraft
into regular grid cells, where each grid cell has its own latitud€-9-» UAVS, commercial ights), we use pre-trained deep
and longitude. For the sake of simplicity, we assume that tRgural network classiers to classify aerial photos into the
geolocation of the centroid of each grid cell represents tif8rresponding satellite grid cell. Since each cell corresponds
coordinates of the cell itself. The target area can be divid&® @ 9eographical position, we can calculate its geolocation.
into different numbers of cells according to precision an@f course, the precision will depend on the granularity of the
ef ciency requirements. cell and the accuracy of our neural network. We can balance

Third, we regard each grid cell as an independent class dHgcision and complexity according to different scenarios and
train a neural network to classify them. As a result, we argquirements. Generally, the more cells we divide the area into,
able to construct a mapping between the grid cell and tffé¢ more precise location results we can get, however, at the
corresponding coordinate. The classi cation neural netwofi@St of ef ciency, complexity, and prediction accuracy.
plays a core role in GridNet as we use it to classify eac
cell to the corresponding location class. The neural network 78
comprised of node layers, containing an input layer, a seriddvantages.As an out-of-band method, GridNet is inherently
of hidden layers, and an FC output layer. Inmediately aftthmune to GPS jamming and spoo ng attacks. It can inde-
the last FC layer, the output is fed into an n-way Softmagendently derives geolocation information from aerial photos
which produces a normalized probability distribution over theather than GPS signals. Then we are able to leverage the
M class predicted label$dl is the number of classes of theextracted geolocation data produced by GridNet, possibly
grid cell. By applying the various lters in each convolutionalcross-checking them with GPS data to identify discrepancies.
layer to an input image, the input image is abstracted intoBy setting an appropriate threshold, we can also detect spoof-
feature map by the convolutional layers. These feature mdpg attacks. Additionally, the estimated location data can be
can be used to determine the class of each input cell imagesed to support navigation tasks such as Return to Home

3) Location Extraction Module To calculate the latitude (RTH). Notably, our method does not require the operation
and longitude of a speci ¢ grid cell, we rst need to determin@rea’s aerial photos in advance, nor does it necessitate storing
the coordinates of the target satellite bounds. In fact, maatellite maps onboard or at the ground station. Furthermore,
satellite map tools support this function of extracting theur approach is also robust regardless of the number or
coordinates of a specied area. We assume the target afg@ guration of adversaries.
is A with known GPS bounds. Let the latitude and longitudeomparison to Related Methods. In comparison with
of the upper left corner oA be (ons, lats) and the lower cryptography-based countermeasures for aircraft [18], GridNet
right corner ofA be (one, late), see Fig. 3. offers a non-invasive approach that requires no modi cations

to existing GPS protocols or infrastructure. Compared with
hardware-assisted solutions [37], our solution is software-only.
These hardware-assisted methods have been demonstrated to
be effective, but usually need specialized hardware to analyze
the physical features of signals (i.e., signal powers, wave-
forms, and Doppler frequency). Unlike crowdsourcing-based
methods [16], GridNet operates independently without re-
quiring cooperation from others. Additionally, crowdsourcing-
based methods will inevitably lead to privacy concerns of the
Fig. 3: lllustration of a grid cell location. Hema = 11,n =8. participants due to information exchange. In contrast with
recent Al-based means [32], [38], neither paired data are

For the sake of simplicity, we assume that the area is in thequired during the training phase, nor are satellite images
northern hemisphere, and we regard the geolocation of a patdred in the detection phase. Moreover, unlike most existing
in the center of the grid cell as the corresponding cell's latitudggproaches, which are merely for spoo ng detection, Grid-
and longitude. The coordinate system starts at (0, 0), i.8let is also suitable for aircraft under jamming or in GPS-
(horizontal number, vertical number) in the upper left cornetenied environments. Finally, considering the fact that most
and proceeds right (horizontal) and downward (vertical). ldrones have been already manufactured with cameras [39],
addition, we assume that the last cell endgratn), which our approach is easily deployable and backward compatible
means that the satellite map is divided im0 n grids. and can be quickly implemented in practice. In real scenarios,
Suppose that a certain grid cegllresides aA. Therefore, it is GridNet can be deployed in two con gurations: (1) on the
possible to gure out the cely GPS coordinatelong, laty) remote controller at the ground station or (2) on the on-board
by knowing its coordinatex( y) and the extent or bounds ofcomputer (OBC) of the UAV. For enhanced security, the OBC-

A such adong, lats, lone andlate using Equations 3. based deployment is preferred as the derivation of geolocation

GridNet Bene ts



information is independent of an active communication link8.04 system. The weak and the strong UAV platforms run

between the UAV and the ground controller. Ubuntu 16.04.7 LST and Ubuntu 20.04.3 LST, respectively.
All experiments were implemented in Python with PyTorch
V. EXPERIMENTAL VALIDATION 1.11.0 as the deep learning framework. CUDA and cuDNN

To evaluate the applicability of GridNet in real-world sceare installed on the server to speed up both the training
narios, we assess its performance in terms of classi catiamd inference of neural networks. While training and testing
accuracy, geographical coordinates error, and inference spg@dcesses were conducted on the server, the Raspberry Pi
(which lacks GPU support) and the two real UAV platforms
were used only for inference during the testing phase.

1) Aerial Photos: There are no existing freely available
datasets that include both satellite image grid cells and the
corresponding aerial photo grid cells or baseline implemen-For training both CycleGAN and the classi er model, we
tations. To demonstrate proof of concept, we had to colleese Adam as the optimizer, and set= 0:9 within 150 epochs
aerial photos by ourselves. All aerial photos are captured usiagd 1 = 0:5 for the remaining epochs, ang = 0:99. We
a DJI MATRICE 300 RTK equipped with a ZENMUSE P1set the initial learning rate to 2e-4, and adjust the learning rate
Photogrammetry Camera. The UAV operated at a ight altitudgchedule as proposed in [35].
of 150 meters over a mixed urban—suburban environment. All1) Train CycleGAN:We adopt the CycleGAN architecture
photos were taken on a sunny, cloud-free spring day. As[40] for the domain adaptation task, owing to its compact
result, the geospatial textures, such as rivers, cropland, atesign (only 10.5 MB) and satisfactory performance. The
landmarks such as buildings and roadways, could be captugstherators include nine residual blocks, two downsampling
clearly. In total, the dataset covers an area of X62. We and two upsampling layers with stride-2 convolutions. The
generated orthomosaic maps from aerial photos to showcgsserator takes an input image, downsamples it, and then
the capabilities of our system. Note again that we only usgsamples it back to the original resolution to produce a trans-
aerial photos for test purposes, not for training the classi etated output. The discriminator employs four downsampling

2) Satellite ImagesTo prepare the training data, we downidayers and outputs a scalar score. A higher value indicates
loaded the georeferenced satellite images from Google Eaathreal image and a lower value indicates a fake one. The
in the corresponding area. To get the satellite maps of ttraining data consist of unpaired grid cells extracted from
target area, we overlap the generated aerial orthomosaic magtellite and UAV images and do not need to originate from
with precise geolocation data in Google Earth. By dointhe same geographic region. The batch size is set to 2, and
so, we can get satellite maps with perfect alignment atide CycleGAN is trained for 1000 epochs. All weights are
the same coverage as the aerial photo. However, merely améalized using a normal distribution.
satellite map is not enough to train a robust model that can da2) Train the Classier: All grid cell images are resized
classi cation tasks instead of forcibly remembering a speci to 128 128resolution as a trade-off between the ef ciency
grid. Such a model trained on a few data points would resultamd accuracy of satellite image classi cation. The satellite
low generalization ability. Hence, we additionally downloadeiinage dataset containing 5,720 samples is randomly split into
satellite maps captured at different times, and in total, we giwaining and validation sets usirgtrati edKFold strategy at a
eleven historical satellite maps in the same area. Since thestio of 10:1 to preserve the percentage of samples per class.
satellite maps were taken at different times, some variations™ie training process is run for 500 epochs.
the maps, including seasonal changes, weather patterns, @niine Data Augmentation. One of the most widely adopted
lighting differences such as shadows, can enrich our trainitechniques for training high-performance and robust deep
samples, making our models more general and robust.  neural networks is data augmentation. Although our dataset

) ) contains 11 satellite maps at different times, such an amount is
B. Experimental Environment Setup still insuf cient to fully represent diverse real-world conditions

Both CycleGAN and classi cation models were trained osuch as rotation, distortion, blurring, illumination changes
a server equipped with a single NVIDIA A100 Tensor Corédarkening or brightening), color shift. To address this, we
GPU with 40GB of GPU memory. The CPUs on the servapply various data augmentation techniques during training,
are dual Intel Xeon(R) Gold 5220R @2.20GHz. In additiorysing the Albumentations library in Python. Standard
for the testing phase, we deployed our models on two remlgmentations include random ipping, blurring, rotation and
UAVs and a Raspberry Pi 3B+ with a Cortex-A53 @1.4GHgeropping. Fig. 4 shows the images after the additional data
CPU and 1GB of memory. A typical UAV platform uses araugmentation beyond th@lbumentations library. The
Intel NUC 5 i7-8559U CPU with 16GB of memory. The othercolor augmentation shuf es RGB channels and ip values in
is more powerful with an Intel NUC 11 Enthusiast i7 CPWach channel randomly, the af ne augmentation uses OpenCV
@2.8GHZ, 64GB memory, and a graphics processor (Gefotteimplement a random 3D af ne transformation followed by a
RTX2060). Gaussian lIter to blur the image randomly, and the darkening

The GPU server runs a 64-bit Red Hat Enterprise Linulaugmentation reduces the luminance level with a random
release 8.5, while the Raspberry Pi has a 64-bit Ubunsgale followed by quantization noising. These augmentations,

A. Dataset Description

Implementation Details
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