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Abstract

Short Message Service (SMS) remains one of the most
popular communication channels since its introduction in
2G cellular networks. In this paper, we demonstrate that
merely receiving silent SMS messages regularly opens a
stealthy side-channel that allows other regular network
users to infer the whereabouts of the SMS recipient. The
core idea is that receiving an SMS inevitably generates
Delivery Reports whose reception bestows a timing at-
tack vector at the sender. We conducted experiments
across various countries, operators, and devices to show
that an attacker can deduce the location of an SMS re-
cipient by analyzing timing measurements from typical
receiver locations. Our results show that, after training
an ML model, the SMS sender can accurately determine
multiple locations of the recipient. For example, our
model achieves up to 96% accuracy for locations across
different countries, and 86% for two locations within
Belgium. Due to the way cellular networks are designed,
it is difficult to prevent Delivery Reports from being re-
turned to the originator making it challenging to thwart
this covert attack without making fundamental changes
to the network architecture.

1 Introduction

Despite the emergence of smartphones and various mes-
saging applications, the Short Message Service (SMS)
remains an essential communication channel for send-
ing and receiving text messages. SMS is widely used in
marketing campaigns, appointment reminders, short cus-
tomer surveys, and even as part of two-factor authentica-
tion [37]], identity verification, and security/emergency
alerts [41,|42]. Since its introduction in the GSM stan-
dard in the early 1990s, SMS remains a key service
across cellular generations, including 5G standards [4].
SMS’s prevalence, global reach, and message delivery
reliability have made it a significant attack vector in re-
cent years. For example, smishing attacks [25]] use an
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SMS with malicious links to direct victims to a phish-
ing website and deceive them into divulging sensitive in-
formation. The Flubot virus [[19] in 2021/22 spread via
SMS containing links to trojan apps that accessed sensi-
tive data like banking credentials, contacts, and disabled
security options. SMSes have also been used for spam-
ming [[14]. Simjacker [9] and its variant WIBAttack [48]]
are other malware examples that use binary-embedded
SMS messages.

In this work, we take an orthogonal approach and
show how an attacker can subtly exploit SMS and de-
termine a victim’s location. Prior location identification
and localization techniques in the cellular domain relied
on retrieving the temporary and permanent identifiers of
a mobile device using false base stations [26|49], us-
ing them to track the user’s whereabouts within a cer-
tain area. Authorities worldwide have used silen{’] SM-
Ses [31]] to uncover their owners’ locations, however,
these approaches rely on cooperation from the network
operators and/or necessitate sniffers.

Unlike the above attacks, our attack does not require
access to the network operator’s infrastructure or false
base stations around the victim’s area of interest. Instead,
it works by leveraging SMS Delivery Reports, which are
transmitted back to the sender when the network delivers
the SMS to the recipient. The sender can request these
reports, and there is no way for the recipient to prevent
them. By measuring the round-trip time, i.e., the time
elapsed between sending an SMS and receiving the cor-
responding Delivery Report, our attack can distinguish
various locations of the target recipient and determine
their location area after a training phase. The attacker
can behave like a regular user and does not require access
to advanced equipment, but a typical smartphone device.

Consider the following scenario of a nation’s diplomat
(victim) giving a press conference from a specific loca-
tion, e. g., official residence. Given the public knowledge

ISilent SMSes are not displayed by the victim’s mobile.



of the victim's current location and phone number, the Longer Version: This version focuses on the primary as-
adversary starts sending silent or regular SMSes to thpects of the location inference attack. Please refer to the
victim and collects their round-trip time measurements,arXiv version for additional results and technical details
generatingtiming signaturesfor that speci c location.  athttps://arxiv.org/abs/2306.07695

Then, at a later time, when the attacker wants to infertCode ReleaseThe code along with the dataset are pub-
whether the victim is back in their residence, the adverdicly available on Github &https://github.com/vag

sary simply sends a silent SMS and determines whethegelis-sudo/SMS-Location-Identification-Att

the timing signatures match. Since Delivery Reports aré@ck.
solidly rooted in protocol speci cations across all mo-

bile network generations with no possibility to disable 2
them, the attacker can reach the victim at any time by

solgly POSSEssIng thelr mobile Ph‘?”e number. Itis harq:irst, we explain the various types of network architec-
to disable the attack without a signi cant overhaul of the ; ..« that are used for SMS exchanges. Then, we illus-
cellular network speci cations. trate how the SMS procedure in such networks works and

To the best of our knowledge, this work is the ISt \yhich timing delays are involved, respectively.
to identify an SMS Delivery Report-based timing side-

channel that leaks location information. Our work makes .
the following contributions: 2.1 Cellular network architectures

1. We enumerate the various cellular network compo-igure[1 shows an extended version of 4G/LTE (a)—(b)
nents that contribute to the timing delays and iden-and 5G standalone (c) architectures for the SMS proce-
tify six timing-related features to create a robust lo- dure including the 2G/3G structures. In this work, we
cation signature. Based on the location signaturefgcus on LTE and 5G networks.
we design an approach to execute our SMS location 5G has two SMS delivery routing paths and protocols:
inference attack. SMSolP and SMSoNAS. SMSolP or IP-based com-

2. We perform a large-scale study collecting Deliv- munication (data-plane) leverages the SIP protocol and
ery Report timing measurements across three conthe [P Multimedia Subsystem (IMS) architecturé[[5—7]
tinents, nine COUntrieS, and ten Operators to Creat% communicate with the Short Message Service Cen-
our training dataset. We send SMS messages beaer (SMSC). SMSoNAS uses the Non-Access Stratum
tween devices and measure Delivery Reports returiNAS) protocol for SMS transmission and delivery, pro-
times within and across different setups in the US,V|d|ng NAS encryption and integrity-protection][2, 3]
multiple countries in Europe, and the Middle East. through control-plane traf ¢ after establishing the secu-

3. We use the collected measurements to evaluate th«ﬁy context [48].
performance of our location inference attack. Our Fyrthermore, LTE services support chiey IP-based
experiments show that we can achieve up to 75%ommunication through the IMS (FigJrg 1), then alterna-
and 96% accuracy for location identi cation in tjvely the SGSAP interface, which eliminates the need for
nearby and far countries, respectively. Our modelpG/3G fallback, and nally, the NAS signaling commu-
achieves over 70% for many cases within a countrynjcation combined with the Diameter protodol [20]. Typ-
or certain region, such as within Germany, Nether-jcally, the IMS incorporates the IP Short Message Gate-
lands and Belgium. We analyze factors affecting theway (1P-SM-GW), an IMS Application Server that han-
accuracy of our location classi cation and perform dles S|P-based messaging services for IMS subscribers.
network and temporal stability analyses for addi- The selection between SMSoNAS and SMSolP de-
tional evaluation. pends on the SMS originator and the network support,

4. We discuss pOteﬂtial countermeasures against SM@Ven though IP-based communications are more preva-
timing attacks, including enforcing random or uni- |ent, as the User Equipment (UE) subscribes to the IMS
form delays in the core network. after completing the Authentication and Key Agreement

In summary, we highlight the effectiveness of inferring (AKA) procedure with the Core Network.

location based on SMS Delivery Reports and the chal-

lenges as.,soma.ted with rrn'ugatmg suc_h an attack. 2.2 SMS procedure

Responsible Disclosure:The privacy issues caused by

the SMS timing attack have been recognized by GSMASMS services are accessible to all network generations
on the GSMA Mobile Security Research Acknowledge<2G-5G) [20] as a process of exchanging short text mes-
mentspage undeiCVD-2023-0072 GSMA has been sages between two network subscribers. The SMS ex-
considering several countermeasures, including arti cialchange between originator and recipient requires for-
delays and robust SMS lItering. warding to the Core Network, where the SMSC man-

Background on SMS Networks
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Figure 1: The SMS architectures based on the protocols and generations.

used (e. g., calls, SMSes, mobile data) that occupy uplink
and downlink resources.
(2) Propagation Delay This depends on the RAN net-
work's design, con guration, and deployment including
the front-haul of the mobile network, physical properties
and quality of the signal, transmission capabilities of the
base station, and management of the uplink and down-
Figure 2: Various delays for one SMS transmission bedink communications.
tween two users. Similar delays apply for the Delivery (3) Routing Delay. SMS messages pass through mul-
Report which is sent back to the originator. tiple network entities depending on the architecture and
the generation (e.g., LTE, 5G, etc.). Routing delays oc-
cur in the mobile back-haul, i. e. the transport network
ages the SMS process and delivery (Figures 3 and 4}hat connects the core network and the RAN, as well as
After receiving the message, the recipient sends a Delivyithin the core network. Apart from the SMSC and the
ery Report, which is forwarded through the SMSC to thegateways, the SMS may require additional processing,
originator acknowledging the delivery. Delivery Reports e, g., by the AMF (5G SA), MME (LTE-5G NSA), and
provide detailed information on the status of every mesiMms, before reaching the destination, thereby also con-
sage sent including "Delivered”, "Accepted", "Failed", tributing to the routing delays.
"Undeliverable”, "Expired”, and "Rejected". Failed de- (4) Processing DelayThis delay generally includes the
liveries could be due to incorrect phone number, dis-SMSC, the IMS, and MSC/MME/AMF processing. The
abled international roaming, unreachable recipient, MOSMSC manages the SMS reception and delivery process

bile plan restrictions, etc.. Note that delivery noti cation gnd may also dep|0y Congestion’ |tering, and prioritiza-
is enabled by the originator in their phone's settings ontjon techniques.

modern smartphones. Delivery Reports are used for data

cleansing/updating, improving response rates, audit trail .

and systems monitoring. 3 SMS-based Location Inference Attack

There are three primary SMS statusesSént which

indicates that the mobile device has sent the SMS to thc-—.l—he high-level idea of our a_tttack is as follows: T.hfa
time elapsed between sending an SMS and receiving

SMSC and the SMSC has con rmed its reception, ii) the . ) .
Delivered meaning that the recipient has received thef[he corresponding SMS Delivery Report differs depend-

SMS and has responded with the Delivery Report andng on the receiver's current location, implying one can
iii) Failed when errors occur ’ distinguish different receiver locations by observing the

elapsed time.

2.3 Network Delay Factors 3.1 Attacker Goal and Assumptions

SMS text transmissions and Delivery Reports incur tim-
ing delays in the communication channel. Figure 2 illus-
trates the delays for a single SMS transmission betwee
the originator and the recipient.

The attacker's goal is to locate the victim receiver's
Whereabouts, speci cally, whether the victim's mobile is
in a speci ¢ geographic area of interést.

(1) UE Processing This is the time taken by the phone We assume that the attacker knows the victim's mo-
to process the SMS for transmission or reception. Theilé number and can send an SMS to that number. The
corresponding base station has already completed itsMS €an be regular private messages, undirected mass

transmission at that time. The processing includes t_he 2We do not tackle the tracking of exact movement patterns of the
modem and OS procedures, and the user-related servicestim in this paper.




Figure 3: Network ow for SMS transmissions in differ-
ent locations.

messages (e.g., marketing, advertisements) that the vic-Figure 4: Timing features for each SMS transmission
tim will likely ignore, or a silent SMS that victim's de- ' '
vice acknowledges without any content or alerts, remain-
ing entirely unnoticed by the victim. We assume the
attacker can target any subscriber (victim) with a valid Teont= tsent tix 1)
mobile number attached to a cellular provider and main-

tain a typical connection to send text messages to the Tdel = tdgel  tsent (2)
victim and receive delivery noti cations. The adversary

can access any network operator using the corresponding Trot = Taer+ Tsent (3)
(e)SIM as a normal user. _ Tdel _ tdel tsent 4
Additionally, we assume the attacker can collect mea- T Tt tgel tix “)

surements from locations of interest directly from the Lo .
- . : . These features apply to each individual SMS transmis-
victim when located at speci c locations/areas of interest .

(without revealing the attack) or deploy similar devices 2" only. Filgu_re 4 shows the timing features for two
. o . SMS transmissions.
and connections as the victim at these locations for data . .
To produce robust location signatures and generate a

collection. The attacker isot limited in terms of the . . N
number of smartphone devices, (€)SIMs, mobile num_pattern, we consider two consecutive SMS transmissions
b X ' (i 1andi), and estimate the difference in real sent dura-

bers, or subscription plans. The attack doesrequire tion T and real delivery duratiofiog., respectively:
physical access to the victim's USIM cards, mobile de- Dsent y el FesP y:

vices, or any network entities (e. g., base stations, core To =(Ti Ti l)=Ti 1 )

network, etc.). Finally, the attacker neither obtains nor ent— % Tsent  Tsent/™Tsent

modi es sensitive information, e. g., cryptographic keys. TDdeI:(Tc; | T(; ,1):T(; |1 (6)
e e e

The location signaturds a combination of these six
features (Tsent Tdel; Ttot; P, Tosent Toder) -
As shown in Figure 3, SMS transmissions to different de-
vice locations generate acknowledgments from the corey 3 Attack Concept
network (CP-ACK) associated witBentnoti cation and
Delivery Reports (SMS-DR) from the receivers resulting The attack is conducted in two phases: (iPfeparation
in the Deliveredstatus. Hence, the attacker can leverageand (ii) anAttackphase.

3.2 Timing Features

three timestamps to execute the attack: In the Preparation phase, the adversary repeatedly
e tix: SMS transmit time as the time when attacker sends multiple (silent) SMS, with Delivery Reports en-
sends the SMS, abled, to the victim while observing their respective loca-

* tsent SMS sent timeas the time when the attacker tions. The attacker collects measurements to identify the
receives the "Sent" noti cation, and timing characteristics of the victim's locations. Despite

* tgel: SMS delivery time as the time when the at- being aware of the victim's locations at this stage, the
tacker receives the "Delivered" noti cation. victim will not notice that they are being surveilled when

After the SMS transmission is complete, the real senthe adversary uses silent SMSes. Using these measure-
duration Tsen;, the real delivery duratiofye, the total ments and analyzing the different timing features out-
delivery duratiorilio, and the delivery rati® can be cal- lined in Section 3.2, ngerprints for each of the victim's
culated as follows: locations are generated.



4 Experimental Validation

In this section, we present our experimental validation
of the SMS-based location inference attack. We describe
our measurement setup and the different stages of the two
attack phases outlined in Section 3. Figure 6 provides an
overview of our experimental procedure.

4.1 Setup

Figure 5: The classi cation methodology
We send SMSes between smartphones at different geo-
graphical locations to collect measurements for our ex-
periments. Our setup includestive devicegphones)
controlled via the Android Debug Bridge (ADB) to send
tempts to determine their current location based on thefSMSes to other devices. These phones are con gured

0 analyze cellular traf c and baseband logs to extract

timings. To do this, the adversary must solvelassi - timing and network information such as protocols, con-
cationproblem, i. e., assign the newly observed measure- g . P '

) . nections with the core network, AT SIM commands, etc.
ments to one of the previously seen locations by compar-

L . . . . Active devices have SMS Delivery Reports enabled to
ing timings with the respective location ngerprints. De- . : L ; . .

: o visualize noti cations while sending messagézassive
pending on the victim's movement patterns and the loca-, ™. : .
. . . ... _devicesare used to receive messages. We list all the de-
tions observed in the preparation phase, the classi catlor\wlices used in Table 8
occurs in multiple iterations. Therefore, the classi ca- ] ' o
tion problem is partitioned into a step-wise location pre- Our devices are located across several countries, in-
diction problem involving several location identi cation ¢luding the United States (US), UAE (AE), and seven
tasks with decreasing granularity levels from classifyingcountries in Europe (BE, DE, DK, GR, LU, NL, UK).
international locations to regional (e. g., at city-level). | N€ €xperiments cover ten operators and several genera-

L ) . tion technologies such as LTE, LTE+, 5G NSA/SA. Ad-
Classi cation Methodology. We describe the classi ca- jtionally, we record the approximate channel condition
tion approach that the attacker follows to retrieve a ViC-g . ch as strength and quality, for each receiving location.

tim's location in multiple iterations (Figure 5). We use 15016 1 presents the relevant characteristics of all loca-
the example of a victim moving internationally. tions that appear in our measurements.

Initially, the attacker may not have sufcient intel-  we conduct three rounds of measurements serving dif-
ligence regarding the victim's current country of resi- ferent purposes:
dence. Thus, the rst step is to determine whether the
victim is Oversea®r Domestic If the victim is overseas,
then the attacker proceeds with determining the speci c
country (country-based classi cation). Once the coun- (ii)
try is known, the attacker may choose to perform either passive devices at various domestic locations, in-
a national or regional classi cation depending on the at- cluding multiple cities and locations within them,
tacker's objectives and the victim's routine. In the re- for AE, GR, DE, NL, BE, and LU. The experiments

9_'°f_‘a', C:ass' _Cat'on#he zli_tta_ckgr attemprﬁ tohdlscoyer tTe are conducted from different sender locations, with
victim's location within a limited area, while the nationa the sender in AE-1 for AE experiments, GR-1 for

classi ca_tlon hgs a rr:jacroscopm view of the country, in- the GR experiments, and DE-4 for the rest. The
corporating cities and towns. primary objective is to demonstrate a practical and

In the Attack phase, the adversary collects new mea-
surements without knowing the victim's location and at-

(i) We conduct long-distance international measure-
ments with devices in multiple countries, with the
sender located in AE-1.

We send messages from a single active device to

Having knowledge about the victim's general geo- realistic scenario involving a person's natural ev-
graphical whereabouts such as North America, can help  eryday behavior on a smaller scale including regu-
narrow down potential candidate locations making clas- lar commuting to adjacent countries.
si cation more manageable. If there is only one country (iii) We collected measurements across different op-
and one city, the methodology can be simpli ed to just erators and roaming devices at several locations.
regional location identi cation. Therefore, the attacker Speci cally, we focused on distinguishing between

does not need to adhere to the entire methodology as it  network operators and smartphone devices which
primarily depends on the victim's routine. assists our location identi cation.



Figure 6: Components and stages of the SMS location identi cation attack.

4.2 Measurement Collection 4.3 Dataset Generation

We now describe how we aggregate our collected mea-
o ) ) surements to generate the evaluation dataset (step 2 in
Our data collection is sketched in step 1 of Figure 6. Werjg, e 6). We calculate the timing features from the col-

developed an Android application call@MS handler  |octaq gata, generate location signatures, each composed
that runs on active devices and sends one silent SMS at 5 sj timing features obtained during or derived from

time to a target device. Once the SMS is sent, the appli
cation waits for the Delivery Report (bofentandDe- Our evaluation dataset contains signatures for each

livered noti cations) and records all the required 'Fimes- candidate location, covering various granularity levels,
tamps and computes the features (1)-(4) (cf. Section 3'Z}rom domestics and overseas to national and regional
classi cations (cf. Figure 5). In our data, we also identify
rthe SMS routing modes, i.e., SMSolP for LTE/LTE+,
EMSolIP for 5G, and SGsAP/Diameter for LTE/LTE+.

a single measurement iteration (Section 3.2).

We use a python scripfndroid Runnerto automate
SMS transmission to a designated receiver and captu
the Delivery Report timings for each SMS. The script
interacts with the smartphone through basic ADB com-
mands and key events (to press buttons, |l text input4.4 Location Classi cation
elds, etc.) without requiring device rooting. The script
runs on a Dell Latitude E5450 and a regular desktop/Ve opted for Multilayer Perceptron (MLP)  us-

Computer (Cf Step 1in Figure 6) using:mnjobfor re- |ng Pythonls SKLearn libraries as classier to per-
peated execution. form location classi cation because of its exibility in

parametrization and high performance on large datasets.
We scheduleSMS burst i. e., consecutive 20 SMS The model comprises a stochastic gradient descent
transmissions, on an hourly basis. To distribute the SMSolver, softmax and sigmoid activations for multiclass
Ses for each location, we span them over 2 to 3 days t@nd binary classi cations respectively, and three layers
avoid potential SMS spam ltering and prevent network With 10, 40, and 10 nodes respectively for the input, hid-
congestion, which may affect the timings. This proce-den, and output layers. Additionally, we set the maxi-
dure also helps us collect representative traf ¢ datasetum iterations to 5000, the learning rate to be constant,
including various times of the day, potential network batch size to be 32, and the alpha to 0.0001. We per-
con guration changes, and different levels of network formed automatic and manual parameter tuning to im-
loads. Throughout our measurement campaign, we haverove the model's accuracy (Appendix A provides more
sent and accumulated around 155,512 SMSes. Refer @etails). We focus omccuracythroughout our classi -
Table 9 for SMS numbers per device, per country, andcations, measuring the number of correct predictions out
per operator. of the total predictions made.
The training and prediction procedures correspond to
We constantly monitor whether the active device sentsteps 3 and 4 in Figure 6. The datasets are randomly split,
the silent SMS successfully during our experiments. Wewhile the class with the highest probability is assigned by
use the Android logging todlLogcatto investigate the the MLP classi er as the prediction result. Training and
routing methods and connection establishments and tragbrediction processes utilize the cross-validation method-
the SMS procedures. ology with 10 k-folds to prevent over- tting and pro-



Table 1:

Receiver locations and their characteris-praries, but the optimized MLP outperformed them all.

tics. GR-1, AE-1 and DE-4 acted as senders (usingrherefore, we present our results for the MLP model
LTE/LTE+/5G) and receivers, but the table focuses ononly.
the receivers only. Channel conditions show the approx-

imate connection quality from our devices in those lo-
cations. Receivers that have range®istancecolumn
represent an area instead of a speci ¢ xed position.

Rec. Dist. [km] Connection Type Routing Cond. Operator
International Receiver Locations
Int-GR 3266 LTELTE+ SMSolP C
Int-DE 5460 LTE,LTE+ SMSolP E
Int-DK 5880 LTE+,5G NSA/SA SMSolP |
Int-UK 5700 5G NSA/SA SMSolP H
Int-US 10.710 LTE,LTE+ SMSolP J
Receiver Locations in the UAE
AE-1 1-7 meters 5G NSA/SA SMSolP A C
AE-2 10 5G NSA/SA SMSolP A B
AE-3 14 LTE\LTE+ SMSolP A B
AE-4 135 LTE+,5G SA SMSolP A
Receiver Locations in Greece
GR-1 1-5meters LTELTE+ SMSolP C,D
GR-2 8 LTE,LTE+ SMSolP C
GR-3 12 LTE\LTE+ SMSolP C
GR-4 180 LTE SMSolP C
GR-5 200 LTE SMSolP C
GR-6 290 LTE SMSolP C
Receiver Locations in Germany
DE-1 11 LTELTE+ SGsAP/Diameter E,FG
DE-2 45 LTELTE+ SGsAP/Diameter E,FG
DE-3 2 LTE,LTE+ SGsAP/Diameter E,F.G
DE-4 0 LTELTE+ SGsAP/Diameter E,FG
DE-5 31 LTELTE+ SGsAP/Diameter E,F.G
DE-6 0-5 LTELTE+ SGsAP/Diameter E,FG
DE-7 0-35 LTELTE+ SGsAP/Diameter - E,FG
DE-8 110-130 LTE,LTE+ SGsAP/Diameter  — E,FG
DE-9 0-110 LTELTE+ SGsAP/Diameter - E,F.G
DE-10 59 LTELTE+ SGsAP/Diameter E,FG
Receiver Locations in the Netherlands
NL-1 130 LTELTE+ SGsAP/Diameter E,G
NL-2 125 LTELTE+ SGsAP/Diameter G
NL-3 90 LTELTE+ SGsAP/Diameter G
NL-4 129 LTELTE+ SGsAP/Diameter E,FG
NL-5 128-130 LTE,LTE+ SGsAP/Diameter E,FG
Receiver Locations in Belgium
BE-1 195 LTELTE+ SGsAP/Diameter E,FG
BE-2 153 LTE,LTE+ SGsAP/Diameter E,F.G
BE-3 116-210 LTE,LTE+ SGsAP/Diameter - E,FG
Receiver Locations in Luxembourg
LU-1 220 LTE,LTE+ SGsAP/Diameter E,FG
LU-3 165-225 LTELTE+ SGsAP/Diameter - E,FG

Locations (Cities/Regions):Int-GR Athens,Int-DE: Bochum,Int-DK: Copenhagen,
Int-UK: London,Int-US: Boston,AE-1,3 Abu Dhabi,AE-2 SaadiyatAE-4 Dubai,

GR-1,2,3 Athens,GR-4 ChaniaGR-5 MesseniaGR-6 Thessaloniki,

DE-1: Dortmund,DE-2: RaesfeldDE-5: Unna,DE-3,4,6 Bochum,

DE-7: Ruhr AreaDE-8: Aachen AreaPE-9: NRW State DE-10: Borken,
NL-1,4,5 VeldhovenNL-2: EindhovenNL-3: Roermond

BE-1: BastogneBE-2 Sankt-Vith,BE-3 Wallonia Region

LU-1: Luxembourg Cityl. U-3: Western Regions
Operators: A: Etisalat (UAE),B: du (UAE), C: Cosmote (GR),
D: Vodafone (GRE: Telekom (DE) F: Vodafone (DE)G: Telefonica (DE),
H: Vodafone (UK),l: Telenor (DK),J: Mint (US)

mote model generalisation. We also compared the pereloser geographical locations.

5 Location Classi cation Results

We follow the classi cation methodology outlined in
Section 3 proceeding step-by-step from coarse- to ne-
grained location classi cations and present our results.

5.1 International Classi cation

For the international classi cation, we focus on large ge-
ographical areas of the victim, primarily attempting to
identify locations in different countries. Our results are
shown in Table 2.

Overseas-vs.-Domestic Classi catiomims to deter-
mine whether the victim is within the home country or
abroad. This binary classi cation experiment groups the
AE locations (home country) together and Int-X loca-
tions together. The results indicate that the target can be
identi ed with an accuracy of 96%. The two box plots
in Figure 8a show a clear timing difference between the
two classes based on the Delivery Repgt), facilitat-
ing accurate identi cation.

Country-based Classi cationsaim to determine the
victim's location in a speci ¢ country. First, we conduct
experiments on countries that are far apart to demon-
strate the existence of timing differences. We perform
multi-class classi cation for all Int-X locations in differ-
ent countries and achieve 96% accuracy. The box plots
in Figure 8b depict the timing difference in the dataset
between GR, DE, DK, UK, and US locations. Next, we
select only EU countries for a multi-class classi cation
to identify locations within a smaller geographical area.
We used Int-GR, Int-DE, Int-DK locations (sender AE-1,
based on another continent) achieving 95% accuracy.

In Figure 7, we present the confusion matrices for the
overseas-vs.-domestic and country-based classi cations
(from Table 2). The gure con rms the high-accuracy
results from the table and identi es the predictions that
lead to less accurate results, involving classi cation with
sender DE-4 and nearby receiver countries. For operators
G and E, LU and NL receiver locations result in higher
misclassi cations than for DE and BE. The model also
shows a loss of accuracy for operator F, where timing
characteristics for DE, LU, and NL cause errors due to
similarities, but the most likely returned result is still the
correct one for each case.

Finally, we performed a country-based classi cation
targeting adjacent and nearby countries to identify even
The victim traveled to

formance of a Random Forest Classi er, Decision TreeDE-4, NL-4, BE-1, and LU-1 using operators G, E, and
Classi er, and Recurrent Neural Network with Keras li- F. Our classi ers achieved 75%, 74%, and 62% accuracy



Table 2: Classi cation results for international experiments.

Classi cation Size/Class Operators Receiver Locations Sender Location  Accuracy
Overseas-vs.-Domestic 1200 A C E HI,J AE-X, Int-X AE-1 96%
All Country-based 280 C,EHIJ Int-X AE-1 96%
EU Country-based 280 C E I Int-GR, Int-DE, Int-DK AE-1 95%
EU Country-based 257 G DE-4, NL-4, BE-1, LU-1 DE-4 75%
EU Country-based 319 E DE-4, NL-4, BE-1, LU-1 DE-4 74%
EU Country-based 313 F DE-4, NL-4, BE-1, LU-1 DE-4 62%

can be either xed locations or areas through which a
receiver is moving. We evaluate our model against xed
locations, areas, and their combination within each coun-
try. We repeated the classi cation for every combina-
tion of locations in our dataset, with sample sizes varying
from 100 to 500. Table 3 summarizes our results, broken
down by receiver country and the number of locations,
and includes the repetition with the largest sample size,
which depends on the available data for each location.
Fixed Locations. Our classi cation achieves an average
performance of 68 % in Germany based on 57 classi -
cations of pairs of two locations. However, performance
varies depending on the pairs of locations, so the aver-
age must be interpreted carefully. The best performing
classi cation (DE-3 and DE-5) achieves 92 % classi ca-
tion accuracy. Detailed results for all pairs of locations
in Germany are presented by the matrix in Table 7. The
average performance for the Netherlands across 15 clas-
si cations of location pairs is 63 %, with 98 % classi -
cation accuracy for NL-2 and NL-3. For Belgium, the
overall performance is 86 %, but this only includes four
classi cations of the same two locations (BE-1 and BE-
2) 40 km apart from each other, using different phones.
Our classi cation scores decrease for larger sets of lo-
cations in all countries, but it should be noted that the
. . _ . . . chance of randomly guessing the correct location is also
F!gure 8: Delivery timings for receivers in various coun- lower (e. ., 33 % for 3 locations instead of 50 % for 2 lo-
tries. cations). Nevertheless, the average classi cation scores
of 76 % and 79 % in the UAE and in Greece, respectively,

for these speci ¢ locations using operators G, E, and FSti” indicate a high performance.
P gop . ‘Areas with Multiple Locations. Areas can be challeng-

respectively. These three EU country-based classi ca-

tions with four classes have an average accuracy of 70059 to distinguish as they are not associated with the at-

with the best performing being 75% for operator G andtnbutes of one location only and may overlap. We report

E. Figure 8¢ shows the timing difference between thos area classi cation results for DE locations in Table 7.
- 19 ; g : - : n binary classi cations, the model achieves an average
countries with NL-4 and LU-1 having similar delivery

o . LS accuracy of 57 % for 21 classi cations, with DE-6 and
timings. However, raw delivery timing is only one of the

six features we take into consideration in this case DE-8 being the best-performing pair reaching 72 %. For
) three and four classes in DE, the model achieves 41 %

and 34 %, respectively. Similar to the xed locations,
5.2 National & Regional Classi cation performances should be read and understood separately,
as each combination has different features.
In this section, we explore the location characteristics aMixed Locations. In this scenario, we explore the com-
a regional scale within the same country. Our classi - binations of xed locations and areas, which shows that
cations include receiver locations from Table 1, whichthe attacker is not limited to distinct types only. We used

Figure 7: Confusion matrices for international classi ca-
tions, displaying the results from Table 2 in more detail.
Although the model misclassi es more often for opera-
tor F, it achieves high accuracy in many cases.



Table 3: Summary of regional/national classi cations
within the same country.

Type All Classi cations Best Performing
Num  Avg. Acc. Loc. Set Accuracy
Regional classi cations with 2 location®andom: 50 %)

DE Fixed 57 68 % DE-{3,5} 92%
NL Fixed 15 63 % NL-{2,3} 98 %
BE Fixed 4 86 % BE-{1,2} 95%
DE Area 21 57 % DE-{6,8} 2%
DE Mixed 80 67 % DE-{8,10} 88%
NL Mixed 4 71% NL-{3,5} 88%
BE Mixed 8 77% BE-{2,3} 84%
LU Mixed 4 67 % LU-{1,3} 72%

Regional classi cation with 3 locationgkandom: 33 %)

AE Fixed 1 76 % AE-{1,2,3} 76 %
GR Fixed 2 79% GR-{1,2,3} 82%
DE Fixed 46 54% DE-{2,5,10} 83%
NL Fixed 7 48% NL-{1,2,3} 68 %

DE Area 13 41% DE-{6,7,8} 50 %
DE Mixed 252 50 % DE-{5,6,10} 81%
NL Mixed 6 59 % NL-{1,3,5} 78%

BE Mixed 4 67 % BE-{1,2,3} 73%

Regional classi cation with 4 locationRandom: 25 %)

AE Fixed 1 58% AE-{1,2,3,4} 58%
DE Fixed 19 47% DE-{1,2,510}  64%
NL Fixed 1 53% NL-{1,2,3,4} 53%
DE Area 3 34% DE-{6,7,8,9} 38%
DE Mixed 402 41% DE-{2,59,10}  67%
NL Mixed 4 48 % NL-{1,2,3,5} 58%

Regional classi cation with 5 locationgkandom: 20 %)

DE Fixed 3 37%  DE-{23,4510} 50%
DE Mixed 398 34%  DE-{2358,10} 55%
NL Mixed 1 42% NL-{1,2,3,45}  42%

Numdenotes the numbers of different classi cations, e. g.,
for different sets of receiver locations and phones.

Figure 9: Classication accuracy of regional/national
classi cations within the same country. Dashed red lines
indicate the probability of randomly guessing the correct
location.

cations for all pairs of locations for each country in Ta-
bles 4 — 6 in the Appendix.

5.3 Misclassi cation Errors

In location identi cation, a misclassi cation error for
an SMS measurement means that the timing pattern is
matched to the wrong location, i.e., wrong pattern distri-
bution. False results can arise due to various machine-
learning (ML) factors, such as over tting and model
complexity, as well as in the form of outliers due to spe-
cial network conditions. In any case, more sophisticated
and motivated adversaries with more resources and ML
expertise may enhance the model to improve the attack.
Country-based classi cations are primarily impacted
by factors such as adjacency between countries and net-
work homogeneity (including similar operators), making
it more challenging to distinguish locations. The impact
of these factors can be seen for operators E and F in Ta-
ble 2 and in Figure 8 for LU and NL. In xed locations,
timing similarities between locations (with the same UE
and operator) can make the classi cation less precise due
to congruent variance in network delays. It can be even

measurements from DE. NL. BE. and LU for the clas- more challenging when locations are very close and have

si cation tasks in Table 3. In binary classi cations, the

similar signal conditions, such as NL-1 and NL-2 for op-

model achieves 67 %, 71%, 77 % and 67 % on averag@rator G (Table 6) with 62 % accuracy. However, this is
for DE, NL, BE and LU locations, respectively, while not always the case, as in the classi cation of DE-3 and
reaching up to 88 % in certain classi cations. The modelDE-4 for operator E (Table 7) which achieves 87 % ac-

scores lower for classi cations that include three, four,

curacy. In addition, areas and mixed classi cations can

and ve locations. For example, DE has an average acbe similarly dif cult to distinguish, as they combine mea-
curacy of 50 %, 41 %, and 34 % for three, four, and ve Surements from multiple distinct locations and may over-
classes, respectively. Nonetheless, the large number &P Nonetheless, Tables 6 and 7 include high accuracy
classi cations with even diverse features should be takerSCOres €ven in such cases.

into account cautiously, i. e., 252, 402, and 398 for three,

four, and ve classes, respectively.

The performances of classi cations are highly variant

6 Additional Evaluations

depending on the sets of locations. Figure 9 illustratesn this section, we present evaluations that provide ad-

the distribution of the performance of all classi cations.

We also present detailed results for individual classi -

ditional insights, such as the impact of geographic sep-
aration of different receiver locations, and show how an



open-world classi cation affects the performance of thetire week. The scores remained consistently high, with
attack. We also present results from the temporal stabilscores of 88 % and 89 % for OnePlus and Samsung, re-
ity and network timing analyses in which we collected spectively. Figure 12 also shows the model's perfor-
additional data for several DE and NL locations. mance for different time windows using four phones
with three different operators. While performance differs
across operators, with classi cation only working for G
achieving around 80 % and above, the scores generally
We perform a temporal stability analysis to determine ifremain stable throughout the day. The experiments illus-
the attack can still work even after some time has elapsetfate results for speci ¢ locations, devices, and operators,
since the model was trained. For this purpose, we modand hence do not allow to draw general conclusions re-
i ed the original attack evaluation by training the model garding the localization accuracy of speci ¢ devices. For
on a baseline dataset and testing it on measurements cdhe purpose of completeness, we acknowledge and report
lected X days after the training phase. Therefore, wdess accurate results as well.
collected new and protracted data for the same locations
with similar operators and devices to accommodate ex- . .
perimentation for up to one month after the training. ~ 0-3  Distances Between Locations

Figures 10a and 10b depict eight examples of how th

6.1 Temporal Stability

8n this part, we analyze the relationship between classi -

ac cutracy uctuates fofr:ISDSE(;MNL;/A\f/and %E'A'/ NLt—2 CIgs'Ecation accuracy and distances between the locations us-
s cations In a span of 55 days. Ve used operators 5, ing pairs of two xed locations in Germany, The Nether-
and F with Huawei P8 Lite (p8l), Google Pixel 6a (px6a), 5

ands, and Belgium. Figure 13 shows the average classi-
Sa”.‘sung Galaxy A53 (a53), and O_nePIus_ 7 Pro (op7 cation accuracy for all pairs of locations in these three
devices. Each trend represents speci ¢ device(s) and op

tor. According to th h h bination h countries. It re ects the impact on accuracy of (a) the ge-
erator. According 1o the graphs, eac , combination has ggraphical distance between the two receiver locations,
distinct trend, as their measurements' characteristics dif;

. . and (b) the distances between the sender and each of the
fer. Consequently, increases and decreases in accura

bet : d | ted for classi cati fdceiver locations. For the latter, we consider the average
etween various days are also expected for classi cation§e 1o wvo distances.

in which the model scores both with high and low accu- . .
. A We found no correlation between distances and accu-
racies. Furthermore, in Figures 10a and 10b, operator

racies, contradicting the assumption, that receiver loca-

E with the p8I device is more susceptible to degradation.
than the rest of the combinations, but it takes more tharrlﬁIons further apart from each other or from the sender

23 davs f . d/vould result in more accurate classi cation. Therefore,
ys for the degradation to slowly appear. Operator G,. . . )

) : S distance may not be the main factor affecting classi ca-

with p8l in the DE-4/NL-4 classi cation shows a small tion accuracy.

degradation but retains high accuracy after 35 days. As '

a result, the collection of new data and retraining may

not be necessary for all classi cations. For classi ca- 6.4 Open-world Scenarios

tions that continue to have high scores, the attacker may

continue using their data. Open-world cases refer to unknown/unseen locations, for

which the attacker has not accumulated measurements

for model training. We discuss three methods to tackle

these cases that can be used separately or in combination.

We evaluate the impact of congestion, potential network First, the attacker can utilize outlier/anomaly detec-

changes, and other time-varying characteristics by runtion mechanisms and unsupervised one-class classi ca-

ning the location classi cation separately for different tions to reduce the "nearest neighbor" effect and identify

days and times of the week. The classi cation processf the data belong to an unknown location. Although this

is the same as the regular attack but with speci ¢ testseparate study requires thorough experimentation and we

data slices for different times of the day and days of theconsider its comprehensive evaluation as future work, we

week. We grouped measurements into four sets for difcarried out an experiment using Ewolation Forest

ferent times of the day (0-5, 6-11, 12-17, and 18-23) andnodel. The model was con gured with 100 estimators

seven sets for days of the week. We use data collecte@vithout parameter tuning) and was trained on the do-

at two locations (DE-4 and NL-4) with suf cient mea- mestic (AE) dataset attempting to identify overseas mea-

surements in our dataset for separate analyses across tirsgrements during the prediction phase. With each class

slices, multiple phones, and operators. having 1200 samples, as indicated in Table 2, it achieved
Figure 11 shows the classi cation accuracy for two an 88% accuracy for anomaly detection indicating that

victim phones with one operator (G) throughout the en-the predicted data belong to an unseen location.

6.2 Network Analysis



(a) DE4-NL2 (b) DE4-NL4

Figure 10: Accuracy trends of the DE4-NL2 (a) and DE4-NL4 (b) classi cation for various operators and devices until
35 days from the model training.

of xed positions to expand the coverage. Although this
approach may not reveal the exact position (which can be
translated to GPS coordinates) of the victim if the area
incorporates too many positions, it allows the attacker
to still track the victim without relying on the routinely
xed locations. However, the extensive data an attacker
needs to collect beforehand may limit the practicality of
this approach. In general, the attacker might prefer to
resort to a binary decision, i. e., to determine whether or
not the victim is at one of their previously seen locations,
as described in the rst two methods. In Section B in the
Appendix, we provide more information on how the at-

Second, the attack can be enhanced by modifying théacker can manage large dataset collections in the context

MLP classi cation model to output the probability of the of handling unseen locations.

user being in a speci c location instead of the predicted

class. We have modi ed our initial model to run further . .

experiments. Figure 14 illustrates the probabilities (per7 Discussion

row) for xed and area classi cations in AE, DE, and GR . o . . .
with three distinct SMS transmissions/samples (i. e., 0, 1,Our study provides insights into how different locations

2), respectively. For AE and GR, the results show that theof SMS receivers can be distinguished based on measur-

probabilities do not fall below 80%. For the speci ¢ DE Ic::g the t'me,; |tnttailk|es tor?telrl\r;er an rSMSt I?nmls ?e(;;lon,t\;ve K
area classi cations in Figure 14b, the probabilities are Scuss potential countérmeasures to gate the attac

more evenly allocated since the model cannot decisivel?t different levels as well as the limitations of our study.

decide the true class, especially in the rst SMS trans-

mission. In this case, the attacker may perform further7_1 Countermeasures

assessments for the top two (DE-9 and DE-7) classes, or

conclude that the victim might be located in one of them.UE-based countermeasuresOn UE devices, defenses
Third, the adversary can reduce the chances of unean be implemented at the application layer or become a

known classes by expanding the measurement campaigyart of the system rmware which could be suitable for

to more potential locations that are not routinely tied tolow-level cellular traf c control. To our knowledge, there

the victim (e. g., famous landmarks). There are researcls no signi cant progress so far apart from Qualcomm'’s

works (focusing on WiFi) that collect data from various demonstration of rogue base station detection [39]. On

places within cities and areas [46,47], while targeting ei-the other hand, application-based defenses elaborate on

ther Access Points (APs) or smartphone devices. Addifalse base station detection [15-17, 29, 30, 33-35, 40],

tionally, the attacker can focus on utilizing areas insteacand on malicious SMS detection (e.g., binary, silent,

Figure 11: Network analysis of DE-4/NL-4 classi cation
for different days and devices (Operator G).



Figure 12: Network analysis of DE-4/NL-4 classi cation for different time windows and devices (Operator G). The
gures show an example of accuracy scores for a certain combination of locations, devices, and operator.

OS and speci ¢ basebands while rooting of the device
is required for the application to capture and analyze the
traf c. Consequently, the only countermeasures could be
to either manipulate the Delivery Reports with a random
delay or not send them at all.

Network-based countermeasuresCurrently, no coun-

termeasures exist to thwart location identi cation against

a network subscriber. In fact, the network possesses nei-
Figure 13: Accuracy of classi cations with two loca- ther the detection nor the prevention mechanisms to ham-

tions, depending on (a) distances between both receivdt€r Or make timing attacks unattainable. However, as a
locations and (b) between sender and receivers rst response, the operators could disable silent SMSs
across their network. Although timing attacks are still

feasible, the attacker will be forced to use only regular
SMSes to collect measurements and interact with the vic-
tim, which is less stealthy.

In addition, operators will need to maintain a resilient
spamming/ ooding Iter in the core network, either in
the IMS or SMSC, to capture incessant transmissions
destined for a speci ¢ target. The suspicious commu-
nications can either be dropped or intentionally delayed
to obstruct the attack. Nevertheless, this approach may
signi cantly impact performance for normal users. As

etc.) [13,51,53]. RILDefender [54] expands the SMS at-an alternative and more holistic countermeasure, the op-
: i erators could alter all SMS timings uniformly or ran-

tack detection by monitoring the Radio Interface Layer. X : . .
. . domly to disrupt any side-channel analysis. This could
Nonetheless, we do not consider that these detection . . Do
ccur during the routing and processing in IMS and

I)npeecrg?glzr?zlsaerebzzzlIg?e?tli(e)r:na?wlg g(e)lsr?o?rs]g?e:’;/lerglg T)n MSC. Once again, thls can lead to signi gant perfor-
! . 2 mance degradation which can spread to entire networks.
silent SMS. Measurement collection and prediction can
happen through regular SMS as well. Therefore, there
is currently no actual countermeasure against our tim- Finally, a draconian but effective solution would be
ing attacks. Moreover, these approaches have severtd eliminate Delivery Reports altogether. Nonetheless,
other drawbacks. They lack preventive countermeasured, would necessitate considerable architectural modi ca-
which means that the attack has already succeeded Hhions in the core network and smartphone devices (e. g.,
the time the user is potentially alerted. Furthermore baseband modems) and re-evaluation of the speci ca-
they may rely on the user to manually block potential at-tions. Additionally, it is a challenging attempt because it
tacks, while legitimate SMS use cases could be rejectedould require worldwide adoption and impede the user
too. Practicality is further decreased as these applicaexperience, network performance testing, and commer-
tions cannot be supported by devices other than Androiaial usage (e. g., marketing).

Figure 14: Probability matrices for xed locations and
areas.
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